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Vi gor skillnad

Féreningen har under det gdngna dret arbetat for att gora skillnad

for de som drabbats av sorg och forlust av ett litet spidbarn. Genom en
rad olika initiativ har féreningen bidragit till att skapa en trygg och
inkluderande gemenskap dir medlemmar och anhériga kan fa st6d och
hjilp i en svar tid.

En av de storsta initiativen ir att vi sedan augusti har en ny lokal i
Stockholm dir vi kunnat erbjuda allt ifrdn slutna samtalsgrupper,

oppna triffar och adventsmys. Det betyder mycket for forildrar att
kunna fa komma till ett tryggt rum for att fa dela sin berittelse om sitt
eller sina dlskade barn. Vi har sett ett 6kat engagemang efter att ha
deltagit i samtalsgrupper hos oss. Det ir viktigttt kunna erbjuda den hir
typen av stdd for forildrar som forlorat ett litet barn.

Foreningens arbete har ocksé bidragit till att sprida kunskap och 6ka
medvetenheten om spidbarnsforlust och pa sd sitt oka forstdelsen och
stodet for de som drabbats. Under éret har féreningens stédsamordnare
och ideella besokt ett flertal sjukhus och berdttat om minnespésen samt
hur ett bra stod till fordldrar kan se ut. Under forlisningarna har yrkes-
grupper kunnat dela sina erfarenheter och fatt pafyllnad av kunskaper
kring bemétande.

Vi har bytt ut och effektiviserat vira administrativa system under aret.
Medlemssystemet har varit det storsta arbetet da det gamla registret var
gammalt samt att vi hade svirt att arbeta med uppfoljning av vira med-
lemmar. Vi har forstict att manga trott sig vara medlemmar da de ingare i
en facebook-grupp eller kanske prenumerarar pa nyhetsbrev, eller trott att
de betalat via autogiro. Tack vare det nya medlemssystemet kan medlem-
men sjilv se vilken adress som finns i systemet, om de betalat med mera.
Parallellt med detta har vi varit i pandemins kélvatten samt att den ekono-
miska situationen varit svér for flera av vira forildrar och dirfor inte haft
rad att betala medlemsavgiften. Vi har diremot sett att ménga soke sig till
vara motesplatser och familjehelgen i Varberg var lika besok som tidigare ar.

Alla ideella som bidrar genom att vara distriktssamordnare, stédpersoner,
styrelseledaméter, forskningsnimnd, admins i véra facebook-grupper,
delande och spridande av foreningens olika budskap, listan av engagemang
kan goras lang. Det 4r ni som gor att foreningen har den omsorg och

omtanke till alla forildrar och anhériga som mist ett litet barn.

Jag ir stolt 6ver det arbete som hinder ute i landet och vi kommer fortsitta
gora skillnad for dem som mister ett litet barn. D4, nu och i framtiden.

Frin en forilder till en annan.

Emelie Simmons, ordforande
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VART UPPDRAG

“Ndr ett litet barn dér, kanske ovéntat och plétsligt, férdndras livet for alltid for
fordldrarna och deras anhériga. Det finns ett tydligt fére och efter. Allt stdlls pa sin
spets och du far omférhandla allt du trodde du visste om livet. Existentiella fragor
blir en del av vardagen, for inte ska smad barn dé. Barn borde éverleva sina fordldrar,
fordldrar borde inte behéva ldra sig att dverleva utan sina barn.”

Stod-gérna-Spadbarnsfondensverkyasngkieh 994501 PKEZ45346705 Signerat SS, KL, ICW, LE, EMS, PH, AT




VERKSAMHETSBERATTELSE/STODVERKSAMHETEN

STODVERKSAMHETEN

Spadbarnsfonden grundades 12 april 1986 av foréldrar som
mist ett litet barn som sékte kontakt med andra som visste
vad de gick igenom. Den drivkraften ar fortfarande stark i
foreningen. Foraldrar som stddjer andra foraldrar. Vi finns
genom att lyssna och vara det hopp manga behoéver i borjan
av sin sorgeprocess. Att se att andra har 6verlevt det som just
da kénns omgjligt, ar hoppingivande.

Under aret har distrikten startat igang sina verksamheter i
pandemins kolvatten i form av samtalstraffar, minnesstunder
och familjedagar. | Uppsala har familjer kunnat métas for

en pysseldag, i Blekinge startade en samtalsgrupp, i Varm-
land har samtalstraffar fortsatt, i Umea har blommor lagts i
Umealven, en minnesstund och dppna traffar har samlat nya
foraldrar och i S6rmland och Vaxj6 har 6ppna traffar fortlopt
som vanligt. | Stockholm testades kvallen Stilla stund i Essinge
kyrka med bland annat textldsning av en mamma som férlorat
barn, och samtal. Foreningen erbjod aven tva digitala traffar
for foraldrar som forlorat barn i plotslig spadbarnsdod.

Vi gor ett nedslag pa fyra av arets storsta handelser ute i
distrikten. Familjehelgen i Varberg (se atikel), Wave of light i
Borlange i Dalarna, nya lokalen i Stockholm och minnesstun-
den i Géteborg.

WAVE OF LIGHT - EN ARLIG LJUSMANIFESTATION
Den 15 oktober var det den internationella minnesdagen for
spadbarnsddd. P4 flera platser i Sverige uppmarksammades
den globala aktiviteten, "Wave of light” dar vi tander ljus som
far brinna minst en timme. Manga deltog via lank frén den
direksdanda minnesstunden fran Borlange som séndes ut pa
Spadbarnsfondens facebook. Det var distriktet i Dalarna som
tillsammans med Wave of light Sweden som stod for innehall
och utformning. | ar belystes parken i Wave of lights signal-

_—

Wave of Light i Borldnge lockar mdnga férdldrar och
synliggdr barnen som inte syns.
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farger och vi fick hjélp av ljud och sandning av ett foretag fran
Borlange. Till eventet hade féreningen tagit fram &rmbindlar
med loggan 6ver Wol samt vastar med Spadbarnsfondens lo-
gotyp pa for att vara aktiva skulle synas bland alla deltagarna
och kunna ge ett bra stéd och bemétande. Vi hade aven ett
kaffetalt med gratis kaffe och kakor samt informationsbrsochy-
rer som bemannades av aktiva i Dalarna.

NY LOKAL FOR SAMTALSGRUPPER

| STOCKHOLM

Under méanga ar har stockholmsdistriktet hyrt eller lanat
lokaler i olika kyrkor eller hos Randiga huset. Men i augusti
fick foreningen ett forstahands kontrakt pa en moteslokal pa
Sédermalm i Stockholm. Under hésten har stockholmsdistrik-
tet kunnat starta upp ett flertal samtalsgrupper, 6ppna tréffar,
planeringsméten med mera. Lokalen har &ven fungerat som
en motesplats nar féreningen moter vardpersonal och kunnat
visa féreningens material pa ett bra och presentativt satt.

MINNESSTUND VID ALLHELGONA | GOTEBORG
Ett hundratal deltagare i olika aldrar besokte Spadbarnsfon-
dens minnesstund i Johannebergs kyrka med efterféljande
fika i férsamlingshemmet. Inbjudan riktade sig till féraldrar,
barn, anhoriga och vanner. Det bjods pa sang, textlasning
och ljustandning dér de som onskat fick namnen pa sina barn
upplésta av en av Spadbarnsfondens aktiva.

GRUNDKURS FOR NYA AKTIVA PA LANGHOLMEN
Under april holl féreningen sin grundkurs fér nya engagerade.
Kursen tar upp att méta andra i sorg, att leda samtalsgrupper,
information om féreningen och dess uppdrag, mal och vision.
Ett 17-tal nya medlemmar anslét sig till helgen och delade
reflektioner med kursledningen.

Ljusen vid Langholmen dr formade som ett hjérta.
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Arets familjehelg i Varberg pd Apelvikens camping hade cirka 90 medlemmar i olika dldrar.

TALA OPPET AR DET SOM BEHOVS

Samtal och gemenskap star i fokus under Spadbarnsfondens arliga familje-
helg. En helg som beskrivs som ovéarderlig av deltagare som aterkommer ar
efter ar. Erfarenheten visar att det hjilper att tala 6ppet om det som hant.

Stralande sol och virme métte forildrar
och barn, aktiva och disriktsssamordnare
som rest till Varberg for att under en
linghelg f& motas i skratt och allvar. Hel-
gen inleddes pd torsdagen med ett varmt
vilkomnande och en presentation.

— Nir solen var pa vig ner férberedde
vi for en marschalltindning, en dterkom-
mande minnesceremoni som blev otroligt
kinslosam och vacker, berdttar Ann
Larsson, stoddsamordnare och en av de
ansvariga for familjehelgen.

PA FREDAGEN mottes deltagarna i
mindre samtalsgrupper bade pa for- och
eftermiddagen. Medan de vuxna sam-
talade i skuggan under triden ordnades
aktiviteter for barnen. Ett nytt inslag for i
dr var ett besok av Clownkliniken.

— De hade en jittefin och rolig fore-
stillning for alla barn. Skrattet har en
likande kraft!

Senare pa eftermiddagen bjod Rapid Re-
lief Team p& hamburgare. Det var mycket
uppskattat av bade barn och vuxna.
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LORDAGEN MJUKSTARTADE med en
kopp kaffe i solen innan det var dags for
dagens aktiviteter, samtalsgrupper for vux-
na, pyssel och lek for barnen. Det vackra
vidret och virmen lockade till mdnga bad.
P4 eftermiddagen hélls en stimnings-
full minnesstund med musik, diktlis-
ning, namnuppldsning och ljustindning.
Stunden avslutades med att alla syskon
blaste sipbubblor. Vart och ett av de sak-
nade barnen hade fatt sitt namn skrivet
pa en sten. Dessa fick familjerna ta med

sig hem som ett minne av helgen.

P4 kvillen bjod Spadbarnsfonden pa
buffé dir alla familjer fick chansen att
sitta ner och prata tillsammans en sista
ging innan hemfird.

— Det blev som vi hoppades. Familjer
som forlorat barn fick méta andra familjer
som ocksa har forlorat barn och kinna
en styrka och gemenskap i det som man
kan bira med sig linge! Ett stort tack till
védra underbara aktiva som var med och
gjorde den hir helgen mojlig tillsammans
med mig]
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Birgitta Nordstrom, textilkonstnar
och doktorand i konsthantverk
vid HDK-Valand, Goteborgs uni-
versitet har formgett svepefiltar
som sedan 2016 anvinds pa en del
sjukhus i Sverige ndr sma barn dor.
Tillsammans med Birgitta arbetar
Spadbarnsfonden for att starta

en produktion av svepefiltar med
malet att de ska finnas tillgangliga
pa alla Sveriges sjukhus.

"DET FINASTE UPPDRAG
JAG NAGONSIN FATT”

P4 uppdrag av Spidbarnsfonden viver
Birgitta ocksa tvé barticken till de minsta
kistorna. Som ett sitt att lita foreningens
medlemmar komma nira vivprocessen,
folkbilda om begravningsriter och sprida
ordet om vad svepefiltar och barticken ir,
bloggar Birgitta Nordstrom pa Spadbarns-
fondens webb. Dir delar hon med sig av sina
tankar om textilens roll i livet och déden,
om métet mellan tyg och ménniska och om
att viva sig in i det allra omtéligaste.

LAS HENNES FORSTA
BLOGGINLAGG:

Ett barn dor. Och jag fir vara med och
viva ticket som kanske ska smycka den lilla

TR I
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A
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/ 1/
i,

kistan vid begravningen. Jag tror att det ir
det finaste uppdrag jag néigonsin fitt. Som
att viva sig rakt in i omtiligheten sjilv. Det
[finaste, dr det ritt ord for att beskriva kins-
lan? Jag dr medveten om att jag ror mig in
mot ett omrdde dir orden blir for stora och
samtidigt inte ricker till.

Jag har vivt ménga bérticken som anvinds
vid begravningar men hittills har mditten
pa textilen varit betydligt storre, ca 2 meters
bredd och 3,5 meters lingd. Barticket
vilar ovanpa kistan. Vi fir bidda, om én i
en symbolisk form. Det dr en handling som
pdaminner om det vi ofta gor med textil:
stoppar om, viker in, tar pa och tar av. Likt

) y/f.a_/a"' |

Signerat SS, KL, ICW, LE, EMS, PH, AT

smd vardagliga handlingar som att ligga pa
duken och gora fint. Begravningens ritual
tillhor inte vardagen men ingér i livets
krinika.

En kronika av ting skulle kunna lita sa
hir: en vagga, en barnvagn, en potta, en
simring, en cykel, en skolviiska, en dator. Si
kommer mopeden, bilen, den egna bosta-
den, kanske vigselringar, ett tilt, i mitt fall
en kajak, for nagon annan en bat. Si sma-
ningom en rullator, eventuellt en rullstol.

Till sist en kista, det sista rum vi fir bebo.

Den minsta kistan rubbar rytmen i livets
krinika.
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INSPIRATIONSHELG FOR DISTRIKTS-
SAMORDNARE OCH NYCKELPERSONER

Helgen 13-15 november samlades distriktssamordnare och
nyckelpersoner for fortbildning, samtal och reflektion. Vissa
delar ur programmet kunde de som fanns pa distans delta via
lank. Totalt deltog 25 personer fysisk och digitalt. Amnen som
togs upp var verksamhetsutveckling med representanter fran
Sensus, konstprojektet "Halla"som riktar sig till barn och unga,
Spadbarnsfondens minnespase, att méta manniskor i sorg
med prasten och forfattaren Lars Bjorklund. Vidare delade di-
strikten med sig om sina verksamheter som till exempel Wave
of light, Vastra g6taland om sin lokala organisation av aktiva
och lokalen samt en presentation av admin-gruppen for den
slutna facebook-gruppen for foréldrar som forlorat barn.

| slutet av december startade aven distriktsmoten som &r en
motesplats fér gemensam verksamhetsutveckling, férdjupning
och reflektion i grupp. Dessa méten sker ungeféar en gang i
méanaden digitalt via lank.

MINNESPASEN

Spadbarnsfonden arbetar for att alla foraldrar som mister ett
litet barn ska fa samma mojlighet till stéd och information.
Darfor har vi tagit fram Minnespasen som kan hjalpa foraldrar
att samla minnen av sitt barn och som kan underlatta for var-
den att ge foraldrar ett bra bemotande. Genom minnespasen
vill vi att vart stoderbjudande nar alla féraldrar som mister ett

Minnespdsarna delas ut av foreningen pa sjukhus i hela Sverige.
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litet barn. Det ar viktigt att stodet kommer direkt i det akuta
skedet, darfor distribuerar Spadbarnsfonden minnespasarna
direkt till relevanta sjukhusavdelningar som férlossningar,
barnakuter, neonatalavdelningar med flera.

SVEPEFILTAR OCH BARTACKEN

Under sommaren aterupptogs samtalen med textilkonstnaren
och forskaren Birgitta Nordstrém om att starta en produktion
av svepefiltar med mélet att de ska finnas tillgangliga pa alla
Sveriges sjukhus. Under hosten pdbdrjade konstnéren ett sam-
arbete med Svenssons i Lamhult som ska véva svepefiltarna.
Sedan arsskiftet bloggar aven konstnaren om sina projekt pa
foreningens hemsida, som en del av hennes forskning.

Foreningen bestallde dven ett bartacke av konstnéren i tva ex-
emplar som foraldrar kan lana kostnadsfritt till sitt/sina barns
begravning. Under sen host pabdrjades skisser och samtal

om utformning. De beraknas vara klara fér anvandning under
2023.

"HALLA”

Under hosten har konstnaren Vilda Kvist presenterat sitt konst-
projekt Halla for olika grupper i foreningen. Ett arbete mellan
styrelsen och konstnaren pabdrjades for utreda vad i projektet
som ar i féreningens medlemmars intresse och hur det ska
finansieras.

Ett samarbete med Vilda Kvist och hennes projekt
"Hdlla syskon" pabériades under dret.
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STYRELSENS ARBETE

Spadbarnsfondens styrelse har arbetat hart under verksam-
hetsaret 2022 for att uppfylla foreningens vision och mal.
Under aret holl styrelsen tio méten, dar ekonomiska och
strategiska beslut fattades fér Spadbarnsfonden.

SAMMANSATTNING

Styrelsen bestar av ordférande Emelie Simmons, vice ord-
forande Kristina Levin och ledaméterna Carita Westergren,
Sofia Svarfvar och Asa Tellgren Roth, samt suppleanten Lena
Ekstrém. Det bor ocksd namnas att Asa Tellgren Roth har
bidragit med sin expertis for att skapa systematiska rutiner for
forskningsnamnden, och att Kristina Levin har agerat motes-
ordférande och tagit storre ansvar under styrelsemoten pa
grund av att Emelie har haft en stérre roll i kansliet.

ARBETE OCH FOKUSOMRADEN

Under aret har Spadbarnsfonden fokuserat pé att forbattra
ekonomihanteringen, uppféljningen och rutinerna. For att
uppna detta har styrelsen bytt redovisningsbyra och doku-
menterat rollbeskrivningar och férvantningar fér att skapa
tydlighet kring ekonomin. Styrelsen har ocksa lagt energi och
tid pa att se Over projekt och bidrag och forbattra rutinerna
for uppfoljning och genomférande av dessa.

En annan viktig forandring som skedde under aret var beslutet
att lagga ner Spadbarnsfondens webbutik efter en kost-

Att se sitt eget barn i den djupaste
sorg och sjilv sorja sitt barnbarn ar
en dubbel sorg.

nadsanalys som visade pa tydliga ekonomiska forluster fran
gavoshoppen.

Styrelsen har ocksa haft fokus pa att 6ka antalet medlemmar
i féreningen och har darfér haft ett styrelsehang fér medlem-
mar en gang per termin. Vidare har styrelsen prioriterat att
skapa en rod trad mellan kansliets funktioner och stodverk-
samheten, s& att allt &r mer kopplat till féreningens andamal.
For att uppna detta har styrelsen tillfalligt arvoderat Emelie
Simmons som chef for kansliet, medan Kristina Levin har lett
styrelsens arbete, inklusive stadgegruppen. Styrelsen har ock-
sa fatt stod fran Tredje Sektorn for avlastning i forvaltningstek-
niska processer och bidragshantering, ekonomihantering och
organisationsutveckling.

STODVERKSAMHET OCH KANSLI

Kansliet har haft en arbetsgrupp bestaende av Magdalena
Wernefeldt som kommunikator, Daniela Olausson som admi-
nistratér och ekonom, Ann Larsson som stddsamordnare och
sjukhuskontakt samt Karin Ekenberg som kanslist. Under aret
har aven Malin Gron och Andréas Lindstrom erbjudit stod till
foreningen.

Under aret har Joakim Stalaker, Malin Gron och Andréas
Lindstrom kompletterat kansliet och styrelsen med nyckelkom-
petenser.

“VI HAR VARIT MED OM SAMMA
SAK OCH FORSTAR VARANDRA"

Malene Wester och Kristina Schneier har
bada forlorat ett barnbarn och fick kontakt
via Spidbarnsfonden i Kalmar. Kristina var
under en tid samtalsstdd till Malene.

— Vi pratade pd telefon och triffades
ibland. Jag lag ett dr fore i sorgen och
kunde kinna igen ménster och bekrif-
ta att s har jag ocksa kint, berittar
Kristina.
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NU GER de bada stod till andra anhs-
riga. Det handlar s vil om samtal pa
telefon och mejl, som praktiska rid och
att gora nagot tillsammans.

Manga sitter sin egen sorg pa “vint”
och fokuserar pa att stddja sitt barn.

— Nir mitt barnbarn dog tinkte jag di-
rekt: hir finns det nagot for mig att gora.
Min dotter hade ju en 1,5-dring hemma.

Hur skulle de kunna ta hand om henne
mitt i alle? Grata fick jag gora i bilen hem,
siger Malene.

— Det ir viktigt att fa hora att vira
reaktioner ir helt normala, siger Kristina.

Da ir det till hjilp att fa tala med andra
mor- och farférildrar.

— Vi har varit med om samma sak och
forstar varandra.

Signerat SS, KL, ICW, LE, EMS, PH, AT
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EN PRESENTATION AV NAMNDEN

OCH DESS LEDAMOTER

Spadbarnsfondens forskningsnamnd ar en grupp ledande
forskare som &r ansvarig for att granska de ansékningar som
inkommer varje host. Alla ledaméter ar erfarna och kvalificera-
de inom sina respektive omraden. Projekten skall vara
vetenskapligt val uppbyggda och syfta till att forebygga spad-
barnsddd och forbattra bemétandet av drabbade foréldrar
och narstdende. | &r arbetade dessa personer med gransk-
ningen:

Asa Tellgren-Roth — styrelsens representant och biolog med
erfarenhet inom molekylarbiologi och biokemi.

Karolina Lindén - barnmorska och filosofie doktor i
vardvetenskap vid Goteborgs universitet.

Per Méllborg —Medicine Doktor och barnlakare

Anna Sandstrém - Medicine Doktor och bitrddande
overldkare vid Medicinsk Enhet Graviditet och Forlossning
pa Karolinska Universitetssjukhuset i Solna.

Eric Herlenius - Professor i Pediatrik, med sarskild inriktning
perinatologi, vid Karolinska Institutet samt FoUU ansvarig
Barnakutsjukvard och infektionsmedicin vid Astrid Lindgrens
barnsjukhus, Karolinska Universitets sjukhuset.

ANSOKNINGAR OCH TILLDELNING AV MEDEL
Forskare och doktorander kan soka medel fran Spadbarns-
fonden en gang per ar. Ansdkningarna granskas av forsk-
ningsnamnden som lamnar rekommendationer till styrelsen.
Fondens forskningsarbete stodjer inte forskningsprojekt som
ar helt eller delvis industrifinansierade.
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ANSOKNINGAR OCH TILLDELNING AV MEDEL
Forskare och doktorander kan soka medel fran Spadbarns-
fonden en gang per ar. Ansdkningarna granskas av forsk-
ningsndmnden som lamnar rekommendationer till styrelsen.
Fondens forskningsarbete stddjer inte forskningsprojekt som
ar helt eller delvis industrifinansierade.

BEVILJADE FORSKNINGSMEDEL 2022

Under 2022 har Spadbarnsfonden beviljat forskningsmedel
till olika projekt som syftar till att minska spadbarnsdédlighet
och forbattra varden av nyfodda.

Anna Axelsson har tilldelats 278 000 kr for sitt projekt "Radda
liv projektet — Information om fosterrorelser till gravida med
ursprungsland Somalia som foder barn i Sverige”,

David Forsberg har tilldelats 250 000 kr for projektet "Sudden
unexpected postnatal collapse and early detection of disease
in newborn infants”

Linda Lindstrom har tilldelats 25 000 kr for projektet “Fetal
growth trajectories and adverse infant outcomes”

Tetyana Chumak har tilldelats 125 000 kr for projektet
"Decip-hering the mechanisms of the transition of systemic
inflam-mation to the brain of a newborn and its sensitizing
effect on hypoxic-ischemic injury”.

NAMNDENS VIKTIGA ROLL | ATT

STODJA FORSKNING

Sammanfattningsvis har Spadbarnsfondens forskningsndmnd
en viktig roll i att stédja forskning som kan minska spad-
barns-dodlighet och forbattra varden av nyfédda. Med en
kvalifice-rad och erfaren grupp av ledaméter och noggrann
granskning av ansoékningar kan fonden bidra till att framja
forskning inom relevanta omraden.
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NAMN: Tetyana Chumak
FORSKNINGSFALT: Neurovetenskap
ANSLAG: 125 000 kr for projektet
"Deciphering the mechanisms of the
transition of systemic inflammation to
. the brain of a newborn and its sensiti-
zing effect on hypoxic-ischemic injury”.

“DET AR ENORMT VIKTIGT ATT
FORSTA HJARNAN HOS NYFODDA"

Tva typer av hjarnceller ar viktiga for att forsta hur hjarnskada utvecklas
hos barn som drabbas av hjarninflammation och syrebrist vid forlossningen.
Inom tio, femton ar hoppas Tetyana Chumak att det gar att behandla.

Ett barn som drabbas av syrebrist vid
forlossningen kyls sa snabbt som majligt
ner. Att sinka hjirnans temperatur ir en
beprévad metod som anvinds kliniske
for att forhindra act hjirnskador uppstar.
Men det finns barn som inte svarar pd
behandlingen och som @nd3 far skador
eller i virsta fall dor.

— Forskargruppen som jag ingdr i har
i experimentella studier pavisat att det
finns en okad risk for hjirnskada nir hy-
poxi, syrebrist, foregds av infektion eller
inflammation, siger Tetyana Chumak,
som forskar i neurovetenskap vid Sahl-
grenska akademin i Géteborg.

MED STOD frin Spidbarnsfondens
forskningsfond kommer Tetyana Chu-
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mak att titta pa tva olika hjirnceller som
har betydelse for perinatal hjirninflam-
mation. Den ena ligger pa grinsytan
mellan blodet och hjirnan. Den medver-
kar vid regleringen av blod-hjirnbarridren
och styr vilka substanser som slipps in

i hjirnan. Den andra medverkar till att
uppritthélla inflammationen i hjirnan.

— Vi vill forstd den exakta mekanismen
och vilken roll cellerna spelar. Om vi kan
blockera de skadliga cellprocesserna, si
kan vi férhindra hjirnskador.

I sin prekliniska forskning pa méss har
Tetyana Chumak redan lyckats med det.
Men det kommer dréja ytterligare tio,
femton ér innan slutliga forskningsresul-
tat kan bidra till att ny behandling kan
vara pa plats.

Signerat SS, KL, ICW, LE, EMS, PH, AT

TETYANA UTBILDADE sig till likare

i sitt hemland Ukraina. I Tjeckien
doktorerade hon pa plasticiteten i hjirnan
hos nyfodda djur och hennes sé kallade
postdok-studier forde henne till Goteborg.
Den neonatala hjirnans plasticitet och
cellbildning skiljer sig markant frin en
vuxenhjirna och Tetyana ir fascinerande
over hur mottaglig den ir for paverkan.

— Medan vi r6r oss mot vart mal att
forsta underliggande mekanismer till
hjirnskada sa gér vi andra fynd som
bidrar till 6kad kunskap pa fler omraden
inom neurovetenskapen. Det ir enormt
viktigt att forsta dven basal funktion i
hjirnan hos nyfédda.
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Nasta ar kommer nya riktlinjer for spadbarnsvarden som ska férhindra att
nyfodda drabbas av plotslig spadbarnskollaps. David Forsberg ar en av fors-
karna som fick medel fran Spadbarnsfondens forskningsfond 2022.

NYA RIKTLINJER SKA FORHIN-
DRA ATT NYFODDA DRABBAS AV
PLOTSLIG SPADBARNSKOLLAPS

Varje r drabbas négra fa barn av plotslig
spadbarnskollaps inom en vecka efter
forlossningen.

— Det dr till synes friska, fullgingna
barn, dir graviditeten och forlossningen
varit fullt normal, som plotsligt slutar
andas, siger David Forsberg, ST-likare i
barn- och ungdomsmedicin och post doc
vid Karolinska institutet.

David ir sirskilt intresserad av vitala
fuktioner och skrev sin doktorsavhand-
ling om funktion och utveckling av
andningscentrum i hjarnstammen. Sedan
mer 4n tio &r ingdr han i en forskar-
grupp runt Eric Herlenius, professor i
pediaktrik, som sedan 2006 studerar det
ovanliga och okinda fenomenet Sudden
unexpected postnatal collapse.

EFTER 17 ir, med mer 4n 200 000 barn
i databasen och 150 fallbeskrivningar
kommer projektet under det nirmaste tva
dren att sammanfattas och utmynna i nya
riktlinjer for spidbarnsvarden utifrin de
riskfaktorer som forskarna identifierat.

— Tidsfaktorn ir en sidan. De flesta
kollapser sker forsta dygnet efter fodseln.
En annan dr mognad. Barn som ligger
inom normalspannet men ir fodda nagot
for tidigt och viger lite mindre dr mer
omogna 4n vad vi tidigare forstdtt. Den
kunskapen kan hjilpa virden att bedéma
vilka barn som inte ska g& hem tidigt.

En tredje riskfaktor dr da barnet vilar
hud mot hud mot en forilder eller annan
person.

— Att ha barnet hud mot hud ir vikeigt,
men vi talar mer och mer om “safe skin
to skin”, siker hud mot hud. En trétt for-
dlder kan vara ouppmirksam eller somna
och missa att barnet slutar andas.

JAMREkiIsh 092201 Y6557492346705

FOR ATT fi utfirda nya rikelinjer i vir-
den krivs bra grunddata, stark vetenskap-
lig evidens och att utvecklingsarbetet sker
i samarbete med de kliniker som utfor
varden.

— Vi har samlat data fran alla barn som
fott i Stockholmsregionen sedan 2006
och har hela tiden samarbetat med kli-
nikerna for att fa veta vad som fungerar i

praktiken.

NAMN: David Forsberg
FORSKNINGSFALT: ST-l4kare i barn-
och ungdomsmedicin, post doc vid
Karolinska institutet i Stockholm
ANSLAG: 125 000 kr for projektet
250 000 kr for slutfasen av projektet
"Sudden unexpected postnatal collapse
and early detection of disease

in newborn infants”

A

I HOSTAS fick David Forsberg 250 000
kr fran Spidbarnsfondens forskningsfond
for slutfasen av projekeet.

— Att Spidbarnsfonden stédjer en nisch
for att forska pa spidbarn gor att den
forskningen blir av. Man ir inte spid-
barn sé linge och det ir litt att spddbarn
forsvinner i mingden. Minga gdnger
efterfrigas ett bredare anslag som ticker
fler aldrar. Men vi har alla varit spidbarn
och dirfor ir det viktigt att veta mer om

den perioden.

Signerat SS, KL, ICW, LE, EMS, PH, AT H
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Linda Lindstrom letar
efter tilllvaxtmonster
hos de barn som dor
under graviditeten.
Manga barn kan rad-
das nar sambandet
mellan tillvaxt och dod
kartlaggs.

NAMN: Linda Lindstrom
FORSKNINGSFALT: Tillvaxtforskning
ANSLAG: 25 000 kr for projektet
"Fetal growth trajectories and

adverse infant outcomes”.

FLER BARN KAN OVERLEVA MED
OKAD KUNSKAP OM TILLVAXT-

MONSTER

Tillvixthimning dr den starkaste riskfak-
torn f6r att ett barn ska d6 i magen. Dir-
for dr det viktigt att folja hur barnet vixer
och att tillvixtkurvorna ir rittvisande.
Nu finns nya kurvor, med referensvirden
baserade pa en betydligt storre grupp
kvinnor och barn in de tidigare som var
fran slutet av 1990-talet.

— Béde mammor och barn ir tyngre
idag, siger likaren och forskaren Linda
Lindstrom. Hon arbetar pa férlossnings-
avdelningen och bedriver tillvixtforsk-
ning pa fostermedicinska avdelningen vid
Akademiska sjukhuset i Uppsala.

DET AR en stor grupp barn som ir
tillvixthimmade under graviditeten,
ndgonstans mellan 3 och 10 procent.
Utmaningen ir att hitta dem dir tillvixt-
himningen riskerar leda till déd.
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Vad iir forsta signalen att ett barn i
magen tappat i tillvixt? Ar det de vars
tillviixtkurva flackar tidigt som har
stort risk att do? Eller de vars kurva
Jaller drastiskt? Niir iir det biist att
fodas?

— Det dr mycket vi inte vet dn, siger
Linda.

170 till 80 procent av fallen dir barnet
ar tillvixthammat beror det pi moder-
kakan.

— Det dr framférallt dem vi kan ridda.

Linda Lindstrém triffar forildrar ill
barn som détt av tillvixthimning i sitt
kliniska arbete. Det ir mdtena med dem
som driver henne att hitta svar. Linda
har anvint sig av Graviditetsregistret
och tittat pd dem som gjort ultraljud och
tillvixtskattning vid minst tva tillféllen
under graviditeten. Hon har jimfort den

Signerat SS, KL, ICW, LE, EMS, PH, AT

skattade vikten pa mer dn 1000 dédfodda
barn med tillvixtkurvornas referensvir-
den for att ta reda pa hur mycket storre
eller mindre var barnet och hur har det
vuxit.

I HOSTAS fick Linda Lindstrém medel
fran Spidbarnsfonden forskningsfond
for att sammanstilla den data hon fatt
fram och férhoppningsvis kan resultaten
publiceras nu till hésten. Nu sitter hon
med det stora statistika materialet och
letar monster.

— Jag blir kinslomissigt engagerad i de
patienter som jag far f6lja under en svar
tid i deras liv. Dirfor betydde det mycket
att f4 medel frén Spidbarnsfonden for det
hir arbetet. Hittar vi monstren finns stor-
re chans for fler barn att 6verleva — bara vi
far dem forlosta innan de dor.
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KAMPANJ SKA FA FLER SOMALISK-
FODDA KVINNOR ATT SOKA VARD
VID MINSKADE FOSTERRORELSER

Kvinnor fodda i Somalia soker mer sallan an svenskféodda kvinnor for mins-
kade fosterrorelser. En informationskampanj 6ver hela landet ska dndra pa

det och radda liv.

Anna Akselsson har intresserat sig for
minskade fosterrdrelser sedan hon sjilv
blev firdig barnmorska och métte blivan-
de forildrar.

— Vad skulle vi siga till gravida som
sokte akut for minskade fosterrorelser?
Vad ir normalt? Och om allt sdg bra ut,
vad skulle vi svara nir forildrarna fragade
hur de skulle tinka om det kindes annor-
lunda nir de kom hem?

NAR HON 2016 blev tillfragad om att
inga i ett forskningsprojeke for att ut-
virdera metoden Mindfetalness tog hon
chansen. Metoden, utvecklad av professor
Ingela Radestad, tidigare ordférande i
Spidbarnsfonden, hjilper kvinnan att
lira kinna sitt barns rorelseménster och
har betytt mycket f6r modra- och forloss-
ningsvard.

— Metoden har spridit sig och anvinds
nu ir Iralien, Spanien, England och
Australien. Det ir fantastiskt att ha gjort
nagot som kommer till nytta kliniskt.

Anna Akselsson har undersokt gra-
vida kvinnors sékbeteende och i vilken
utstrickning de séker vird for minskade
fosterrorelser. D4 framkom att kvinnor
fodda i Somalia i ligre grad én andra
kvinnor sokte vard.

DET VERKADE som att det gick bittre
for de barn vars mammor fatt informa-
tionsbroschyren om mindfetalness sokte
vird i nagot hogre grad, men det gick inte
att dra sikra slutsatser. Utifrdn hypotesen
att strukeurerad informationen hjilper,
startade ett nytt forskningsprojekt for att
identifiera barriirer for informationen att
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ni fram och hur den bist skulle modifie-
ras. Nu finns informationen p3 mind-
fetalness.com Gversatt till manga olika
sprak, liksom broschyren.

— Vi har ocksa gjort en version av
instruktionsvideon pd somaliska med en
svensksomalisk kvinna.

HOSTEN 2022 fick Anna Akselsson
medel frin Spidbarnsfondens forsk-
ningsfond for en sa kallad nationell
intervention. Ett fyrtiotal barnmorske-
mottagningar med minst tio inskrivna
somaliskfédda kvinnor per r ingar i
kampanjen. Milet 4r att fa gruppen kvin-

nor fédda i Somalia att oftare soka vard.

ih'-‘
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— Vi vet sedan tidigare att somalisk-
fddda kvinnor har 6kad risk att féda barn
som dr tillvixthimmade, si just dessa
kvinnor vill vi verkligen na!

Tillvixthimning 4r den vanligaste
orsaken till att barnet dor i magen. Nir
moderkakan inte fungerar som den ska
och barnet inte fir tillrickligt med niring
eller syre si spar barnet pé energi genom
att vara stilla, och det kan mamman
uppticka.

— Ar barnet fullganget kan forlossning-
en sittas iging. Om det inte vixer som
forvintat kan vi sitta in extra dvervak-
ning. Allt handlar om att fler barn ska
fodas levande.

NAMN: Anna Akselsson
FORSKNINGSFALT: Fosterrérelser
ANSLAG: 278 000 kr for “Rddda liv
projektet — Information om fosterré-
relser till gravida med ursprungsland
Somalia som féder barn i Sverige”.
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UTBILDNING

FORELASNINGAR FOR YRKESGRUPPER

Vi vill att berord vardpersonal ska ha kunskap och forstaelse
kring stod till foréldrar som mist barn. Véra seminarium, web-
binarium och forelasningar pa sjukhusavdelningarna ar darfor
valdigt viktiga. Under 2022 fick féreningen manga forfrag-
ningar som vi svarade an pa. Bland annat hade féreningens
stodsamordnare forelasning i fyra olika omgangar for Lunds
forlossning. Flera av foreningens aktiva runt om i distrikten,
bland annat Eskilstuna, Vaxjo och Borlange traffade sitt lokala
sjukhuset och berattade om bemdétande och stod.

—

Representanter fran foreningen tréffade nya BB St Géran i
Stockholm for samtal infor deras Gppnande i april 2023.
Under senhdsten pabdrjades dven planeringen av en semi-
nariedag "Nar ett litet barn dor” for varden. Seminariedagen
kommer att genomforas i april bade fysiskt och digitalt.

| september holls den forsta stora sorgekonferensen i Kopen-
hamn i Danmark. Tva representanter fran féreningen deltog
och natverkade med vara nordiska systerféreningar.

INSAMLINGSINITIATIV & ENGAGEMANG

| &r deltog féreningen i Givas insamlingsinitiativ Giving
Tuesday, dar man som férening uppmarksammar ideella och
givare i sjalva kampanjen. Fokus var minnespasen och betydel-
sen for en foralder att f& den i ett tidigt skede. Foreningens
ideella delade kampanjen i sina social medier och skrev sina
egna tankar kring minnespasen vilket gav en bra bredd och
spridning.

Insamlingsplattformen Solvanda.nu har haft tekniska utma-
ningar och det har varit problem med att uppdatera hemsidan
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bland annat. Darfor valde styrelsen att fasa ut Solvandan
under hosten och flytta 6ver insamlingar 2021/2022 till Better-
nows insamlingssida som ligger under www.spadbarnsfonden.
se. Solvanda.nu &r numera stangd men allt innehall finns kvar.
Alla som har en solvanda kan fa sin sida dokumenterad via
skarmdumpar, men tyvarr stodjer inte nya insamlingsplattfor-
men att all information foljer med. Information om flytten finns
pa hemsidan samt att information gatt ut via nyhetsmail till
medlemmarna.

Signerat SS, KL, ICW, LE, EMS, PH, AT
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SYNTS | MEDIA & SOCIALA MEDIER

Sedan 21 februari 2022 registrerar Skatteverket inte langre
foreller efternamn pa barnet och inte heller "faststéallt foraldra-
skap”, det vill sdga pappans namn och personnummer. Under
varen blev vi uppmarksammade pa detta och under hosten
paborjade vi ett samtal med Skatteverket speciellt kring det
brev pé avslag som skickats till foraldrar som 6nskade registre-
ra sitt barn. Vi har sedan dess samlat in foraldrars synpunkter
om hur de upplever Skatteverkets besked och informations-
brev. Vi har ocksa hjalpt Skatteverket med information om vil-
ka yrkesgrupper som behdver kanna till den nya rutin. Vidare
samtal och paverkansarbete gallande Skatteverkets kommer
att fortsatta.

Nyheten om att barn som dér i magen minskat under 2021
gav foreningen uppmarksamhet i vissa medier. Bland annat
blev en representant intervjuad i Sveriges radio Ekonyheter-
na, samt SR Malmé med fokus pa tidigare igdngsattningar
hos gravida. Aven SVT Sadertélje gjorde ett inslag om vikten
av tidigare igdngsattningar med fragestallningen varfor inte
Region Stockholm foljer de rad som gatt ut nationellt.

rideon far du en sammanfattning av studien som skakade forlossningsvéarden — pa 60
skunder. Foto: TT

\ya siffror: Fler igangséttningar
rros ligga bakom farre dodstal

PPDATERAD 9 OKTOBER 2022 PUBLICERAD 9 OKTOBER 2022

ntalet barn som d6r i magen minskar. En av orsakerna kan vara nya
1tiner kring igdngséttning, enligt en ny rapport.

Det ar fantastiskt, sdger Malin Asp fran Spadbarnsfonden.

len alla regioner féljer annu inte de nya rekommendationerna.

u minskar andelen barn som dor efter vecka 22. Fran 3,7 per 1 000 fodda barn
016-2018, till 3,2 per 1 000 fodda barn 2019-2021, visar siffror fran
raviditetsregistrets nya arsrapport. Fler igangséattningar tillsammans med
1dra kvalitetshéjande atgarder kan ha bidragit till att farre barn dor fore
irlossning, enligt rapporten.

Malin Asp, ldkare och tidigare ordférande i féreningen intervuja-

des ndr Graviditetsregistrets rapport sldpptes.
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Under aret har som vanligt flera dagstidningar och sajter
uppmarksammat Spadbarnsfondens fragor och foraldraberéat-
telser pa olika satt. TT gjorde bland annat en stor artikel dar
foreningens stédsamordnare delade sin berattelse om sitt
barn som spreds pa olika tidningssajter i samband med
julhelgen.

Ménadens barn ar grunden i foéreningens kommunikation pa
sociala medier. Det &r ett hogt delande och manga kommen-
tarer av bade foraldrar och anhériga som saknar ett litet barn.
Efter sommaren anlitade féreningen en kommunikatér for att
arbeta med innehall pa sociala medier. Vara kommunikations-
kanaler har darfor fyllts med intervjuer, beréttelser, betraktel-
ser, bilder, filmer och delande av féraldraberattelser, aktiva
och anhdriga. Till exempel en pappas berattelse, gravfint vid
allhelgona med mera.

_ KOM |HAé
SEPTEMBERBARNEN
Sdig deras namn!

Mdénadens barn september 2022

Signerat SS, KL, ICW, LE, EMS, PH, AT 45
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IDEELLA OCH SAMARBETSPARTNERS

Foreningen har ocksa dterupptagit kontakten och samarbetet
med Studieforbundet Sensus, framst pa riksnivd men aven pa
vissa lokala nivaer.

Foreningens ideella har fatt trada fram och ta ett storre ansvar
under aret da det funnits vakanser gallande personalens be-
manning. | Dalarna genomforde till exempel aktiva en mycket
stor ljusmanifestation som samlade manga manniskor med
olika bakgrund. Vastra Gotalands distriktet har fatt fler enga-
gerade i sin verksamhet och samlar manga till sin verksamhet.
| Stockholm har aktiva byggt upp en blomstrande verksamhet

Spadbarnsfonden & medlem i den globala organisationen
International Stillbirth Alliance. Det &r ett internationellt
natverk som samlar kompetenser fran hela varlden for att

mycket tack vare den nya lokalen men dven det lokala enga-
gemanget och viljan och énskan att bli fler. Runt om i landet
finns féreningens aktiva och erbjuder stddverksamhet med en

hog kvalitet.

Spadbarnsfonden &r sedan 2021 medlemmar i paraplyorgani-
sationen SAMS, samarbete fér manniskor i sorg. Spadbarns-

tillsammans verka for att minska dodféddheten (stillbirth)
och neonatal dodlighet. Sofia Saterskog frdn Sverige ar
styrelseledamot i ISA sedan 2022. | oktober hade Sofia en

traff for Spadbarnsfondens medlemmar om ISA:s arliga
konferens som arrangerades i USA i september och vad

fondens representanter har i SAMS regi gjort ett stort och
viktigt arbete genom att paverkar politiker om synen pé sorg
och sjukskrivning samt narvaro pa Almedalen.

ADRIAN BERATTAR

Jag har fem barn. Fyra som lever och ett
som inte klarade sig. Nir vi fick veta att
Alva dott i magen var allt jag ville gora
att skrika rakt ut och sld knytniven i
viggen. Jag dnskade att det hade funnits
ndgonstans att ta vigen, ett skrikrum
med en boxningssick. Men tanken pa
att hir finns ménniskor som ska gd sina
lyckligaste dagar till métes fick mig att
behirska mig. Det var vil mitt professio-
nella jag som tog over.

JAG GICK in i en ganska manlig roll,
har jag forstitt. Lit Victoria grata och
tog sjilv tag i allt det praktiska. Ringde
svirmor och bad dem plocka bort allt vi
forberett f6r Alva dirhemma. Ordnade
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och donade. Dagen vi limnade Alva kvar
pa sjukhuset och satte oss i bilen hem
brast det f6r mig. Vi akte utmed havet
och hade kommit halvvigs nir tirarna
och ilskan villde upp.

JAG STANNADE bilen, steg ur och skrek
ut min sorg och vrede i kapp med bruset
frin vigorna. Nir kinslorna stillnade

inom mig stod vi linge dér i marsvinden
och héll om varandra. Det ir tre och ett
halvt &r sedan Alva dog. Victoria och jag
pratar mycket med varandra och har tilldcit
varandra att s6tja olika. Ibland kommer
ndgon av oss hem och ser att ljuset vid fotot
pa Alva ir tint, da beh6vs inga ord for att
veta hur den andre har det.

Signerat SS, KL, ICW, LE, EMS, PH, AT

som var nagra av de viktigaste budskapen och nyheterna
fran konferensens seminarier och diskussioner.

M
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UTMANINGAR OCH LARDOMAR

Genom att identifiera och reflektera éver utmaningar kan vi
lara oss av véra erfarenheter och forbattra var verksamhet. Vi
arbetar for att 16sa de utmaningar vi stott pa under aret och
ser fram emot att fortsatta utveckla Spadbarnsfonden till en
annu starkare och mer héllbar organisation.

UTMANINGAR MED REKRYTERING

AV VERKSAMHETSCHEF

En av de storsta utmaningarna vi sttt pa under aret ar att
hitta ratt kompetens till rollen som verksamhetschef. Det ar
en bred roll som kraver expertis inom flera omraden, vilket
gor det svart att hitta ratt person. Dessutom har det funnits
otydligheter kring rollen, vad vi vill att verksamhetschefen ska
jobba med och hur rollen ska se ut i verksamheten.

Att satta in en ny verksamhetschef tar upp mycket tid, energi
och pengar. Vi har darfér bestamt oss for att forsoka reda ut
dessa fragor innan vi tillsatter en ny verksamhetschef. Under
tiden gor vi var kravprofil tydligare, vilket forhoppningsvis
kommer att underlatta rekryteringen och géra den mer lang-
siktig och héllbar.

HANDELSER

KARTLAGGNING AV VERKSAMHETEN

Vi har ocksa haft en utmaning med att en stor del av peng-
arna i Spadbarnsfonden gar till omraden som inte &r med-
lemmarna till gagn. For att synliggora att hela var verksamhet
genomsyras av foreningens &ndamal har vi sett 6ver hela
verksamheten. Vi tror starkt pa att om det finns en tydlig rod
trad genom hela verksamheten kommer fler personer vilja
bidra. For att lyckas med detta kravs det férandringar, framst
for att frigdra mer pengar till stodverksamheten.

Vi har haft utmaningar med vissa forvaltningstekniska pro-
cesser, sasom ekonomi, hantering av projekt och bidrag, och
forberedelser infor styrelsemoten. Detta beror delvis pa att vi
saknar en verksamhetschef, men ocksa pa att vi behover hitta
kompetens och avlastning for att kunna sakerstalla att dessa
viktiga arbetsprocesser &r stabila i féreningen. Dessa nyckel-
kompetenser kommer vi att arbeta for att de ska stanna kvar i
organisationen och inte enbart vara kopplat till en person.

Genom att identifiera och reflektera dver utmaningar kan vi
l&ra oss av vara erfarenheter och férbattra var verksamhet. Vi
arbetar for att 16sa de utmaningar vi stétt pa under aret och
ser fram emot att fortsatta utveckla Spadbarnsfonden till en
annu starkare och mer hallbar organisation.

UTMANINGAR MED REKRYTERING

AV VERKSAMHETSCHEF

En av de storsta utmaningarna vi stott pa under aret ar att
hitta ratt kompetens till rollen som verksamhetschef. Det ar
en bred roll som kraver expertis inom flera omraden, vilket
gor det svart att hitta ratt person. Dessutom har det funnits
otydligheter kring rollen, vad vi vill att verksamhetschefen ska
jobba med och hur rollen ska se ut i verksamheten.

Att satta in en ny verksamhetschef tar upp mycket tid, energi
och pengar. Vi har darfor bestamt oss for att forsoka reda ut
dessa fragor innan vi tillsatter en ny verksamhetschef. Under
tiden gor vi var kravprofil tydligare, vilket forhoppningsvis
kommer att underlatta rekryteringen och géra den mer lang-
siktig och hallbar.

StOod~gawna-Spddbardondenc verksagnigktiih D9850 98552492346705

KARTLAGGNING AV VERKSAMHETEN

Vi har ocksa haft en utmaning med att en stor del av peng-
arna i Spadbarnsfonden gér till omrdden som inte &r med-
lemmarna till gagn. For att synliggéra att hela var verksamhet
genomsyras av féreningens andamal har vi sett 6ver hela
verksamheten. Vi tror starkt pa att om det finns en tydlig rod
trdd genom hela verksamheten kommer fler personer vilja
bidra. For att lyckas med detta kravs det férandringar, framst
for att frigdra mer pengar till stodverksamheten.

Vi har haft utmaningar med vissa forvaltningstekniska pro-
cesser, sdsom ekonomi, hantering av projekt och bidrag, och
forberedelser infor styrelsemoten. Detta beror delvis pa att vi
saknar en verksamhetschef, men ocksa pa att vi behover hitta
kompetens och avlastning for att kunna sakerstalla att dessa
viktiga arbetsprocesser ar stabila i féreningen. Dessa nyckel-
kompetenser kommer vi att arbeta for att de ska stanna kvar i
organisationen och inte enbart vara kopplat till en person.
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VERKSAMHETSBERATTELSE/ TACK

TACK

Vi vill rikta ett stort tack till alla som har stottat och engagerat
sig i Spadbarnsfondens arbete under det gangna aret. Tack
vare er insatser har vi kunnat fortsétta vart viktiga arbete for
att stétta forskning och ge stdd till de familjer och anhériga
som har forlorat ett barn.

Vi vill ocksé tacka alla som har skankt pengar till var insam-

lingsverksamhet och alla som har deltagit i vara evenemang
och aktiviteter.

FAKTA &
STATISTIK

MINNESPASAR
Vi delade ut 633 minnespasar
pa sjukhus i hela Sverige.
om foreningens arbete.
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Vi uppskattar era insatser och ar tacksamma for ert stod. Till-
sammans kan vi gora skillnad for spadbarn och deras familjer
och vi ser fram emot att fortsatta samarbeta for en battre
framtid.

MEDLEMMAR
Vid arets slut hade
foreningen 331
betalande medlemmar
Vi ser daremot att manga deltar
i vara verksamheter.

INSAMLINGAR
Totalt samlade vi in
2,2 miljoner kronor som
anvandes till att finansiera
var verksamhet och stodja
forskning inom vart
verksamhetsomrade
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ARSREDOVISNING/ INNEHALL

Arsredovisning
for 2022

Spadbarnsfonden styrelse, organisationsnummer 802012-1193, med
sate i Goteborg avger harmed foreningens arsredovisning for 2022.

INNEHALL

Forvaltningsberattelse
Resultatrékning
Balansrakning

Noter
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ARSREDOVISNING/ FORVALTNINGSBERATTELSEN

FORVALTNINGSBERATTELSE

Styrelsen har det 6vergripande ansvaret for Spadbarnsfon-
dens verksamhet. Dess uppgift ar att strategiskt leda Spad-
barnsfondens verksamhet i frdgor som beror framtids- och
strategifragor.

Styrelsen har bestatt av foljande personer sedan arsmétet den
15 mars 2022: Emelie Simmons, ordférande, Kristina Levin, vice
ordférande, Sofia Svarfvar, kassoér, Carita Westergren, ledamot,
Asa Tellgren Roth, suppleant, Lena Ekberg, suppleant. Anders
Linde valde att trada ur styrelsen i maj 2022, Leah Zepeda
Persson valde att trada ur styrelsen i augusti 2022.

Styrelsen har mandatperioden sammantratt tio varav ett varit
konstituerande styrelseméten. Policy for hantering av Spad-
barnsfondens kapital antogs av styrelsen 20230114 samt att en
revidering av integritetspolicy, GDPR och sekretess gjordes.

Kansliet skoter den dagliga och I6pande verksamheten, under
ledning av verksamhetsansvarig. Till och med bdrjan av mars
2022 bestod kansliets personal av tf verksamhetsansvarig och
kommunikator Anneli Wikstrom, stodsamordnare Ann Larsson
och kanslist Karin Ekenberg. Frén 15 mars 2022 till sista maj 2022
byttes tf verksamhetschef till Malin Gron. Fran 26 juni borjade
Daniela Olausson som administrator och ekonomiassistent. Fran
1augusti blev ordférande Emelie Simmons tf verksamhetschef.

Ekonomisk redovisning och I6neadministrativa tjanster har
utforts av Tre Hander i Varberg till och med sista juli 2022.
Darefter tog Avanta Uppsala over tjansten.

Spadbarnsfondens revisor, Per Hammar, ar auktoriserad revi-
sor pa KPMG i Uppsala. Revisorssuppleant &r Karin Francois pa
KPMG. Férutom granskning av bokforing och arsredovisning
upprattar revisorn revisionsberattelsen.

Spadbarnsfonden innehar ett 90-konto. Hela verksamheten
kontrolleras av Svensk Insamlingskontroll. Spadbarnsfonden ar
medlem i Giva Sverige, vilket innebér att vi varje ar upprattar
en kvalitets- och effektkod som publiceras pa Spadbarns-
fondens webbplats. Ar 2022 granskades kodrapporterna och
forvaltningsrapporten av revisor.

Valberedningen 2022 bestod av Annika Haaker, Madelene
Tinglum och Nina Kopp. Valberedningen tillsattes av arsmotet
2023. Dess uppdrag ar att infor nasta drsmote ge forslag pa
nya styrelsemedlemmar till en ldmpligt sammansatt styrelse.

VERKSAMHET

Spadbarnsfonden ar en ideell, politiskt och religidst oberoen-
de férening med syftet att:

B Stodja drabbade familjer inom omradet spadbarnsdod

B Verka for andamalsenlig information, utbildning samt fort-
bildning
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B Befrédmja forskning inom omrédet spadbarnsdod.

B Verka for opinionsbildning samt samhallsupplysning inom
omradet Spadbarns halsa och spadbarnsdod.

B Starka och utveckla nationell samt internationell samverkan.

MEDLEMMAR

Spadbarnsfonden hade vid arskiftet 331 betalande medlems-
familjer. De utgdrs av familjer, vanner och sldktingar som mist
barn, men aven sjukhuspersonal, begravningsbyraer, kyrkor och
andra som vill stotta verksamheten.

IDEELLA INSATSER

Spadbarnsfondens styrelse arbetar ideellt utan ekonomisk
ersattning, annat an i de fall ett mindre arvode utgar om en
ledamot tagit ledigt fran sitt ordinarie arbete for att delta i for-
eningens verksamhet. Inga arvoden till styrelsemedlemmar har
betalats ut under 2021 utdver att ordférande har arbetat som tf
verksamhetschef fran 1 augusti 2022 tom arsmétet i mars 2023.
Vice ordférande Kristina Levin har under denna tid lett styrel-
sens arbete.

Stodverksamheten i vara lokala distrikt ar ocksa helt beroende
av ideella krafter. Den enda ekonomiska ersattning som kan
utga till distriktsamordnare och dvriga aktiva ar viss reseersatt-
ning, som milersattning eller arvode vid utebliven inkomst fran
ordinarie arbete, for att medverka i en foreningsaktivitet.

Forskningn@amnden utgérs av ledande ideella forskare inom
omradet och bestar av Anna Sandstrom, Eric Herlenius och
Thomas Jansson. Styrelsen ansvarar for forvaltningen av for-
eningens fonder och att detta sker pa ett icke spekulativt satt.
Utdelningsfdrslag ur forskningsfonderna tas fram av forsk-
ningsnamnden vilket bestar av ledande forskare inom @mnet.
Styrelsens forskningsansvarige fungerar som sammankallande
och ndmndens ordférande. Styrelsen utser forskningsndmndens
ledaméter och beslutar om tilldelning av forskningsmedel.
Information om fondernas inriktning, villkor for stipendier samt
beslut om tilldelning skall alltid hallas aktuell pa foreningens
webbplats samt i verksamhetsplanen.

HALLBARHET

Spadbarnsfonden ar en nationell férening som kraver fysiska
tréffar och resor i landet. Personal och aktiva reser i férsta hand
med tag eller samaker i bil. Digitala I6sningar ar en viktig del i
arbetet och nagot som utvecklats da personal och aktiva finns
runt om i hela landet.

BIDRAG

Vi har kunnat bedriva Spadbarnsfondens stod- och med-
lemsaktiviteter, utskick av minnespasar och forskningsanslag
tack vare vara bidragsgivare. Vi tackar dem alla for fortroendet!
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Offentliga bidragsgivare: Socialstyrelsen 300 000 kr, Gote-
borgs Stad 150 000 kr, Stockholms Léns Landsting 100 000 kr,
Folkhalsomyndigheten 977 000 kronor, Kronobergs lan 24 650
kronor, Halso och sjukvardsnamnden 150 000 kronor, Region
Dalarna 60 000 kronor, Bidrag fran stiftelser och fonder: Kron-

FLERARSOVERSIKT

ARSREDOVISNING/ FORVALTNINGSBERATTELSEN

Beloppen i flerérséversikten ar angivna i tusental kronor om inte annat anges.

2201-2212
Yerksamhetsintékter 4742
Andamalskostnader 4471
Insamlingskostnader 578
Administrationskostnader 190
Resultat efter finansiella poster
Soliditet % -494
FORANDRINGAR | EGET KAPITAL 68,2

Belopp vid arets ingang
Resultatdisposition:

Balanseras i ny rékning
Arets resultat

Belopp vid arets utgang

FORENINGSINFORMATION

Organisationsnummer: 802012-1193

Plusgirot, Nordea: 90 02 12-2
Bankgiro, Swedbank: 900-2122
SWISH-nummer: 900 21 22

Tre bankkonton i Swedbank:
- Forskningsfonden

- Sparkonto

- Transaktionskonto

JGanSEktieh D901 YEREZ492346705

2101-2112
5213

3 647

645

167

754
68

Andamalsbe-
stamda for-

skningsmedel

322412

322 412

2001-2012
3 696

2 854

634

152

56
78,2

Balanserade
medel

2 148 843

753 909

2902 752

Kansliadress:
Spadbarnsfonden

Stigbergsliden 18 414 63

Goteborg

Telefon: 031 - 387 57 57

kansliet@spadbarnsfonden.se

www.spadbarnsfonden.se
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prinsessan Margaretas minnesfond 50 000 kronor, Solstickan 50
000 kronor. Utdelning ur forskningsfonden 2022 kunde vi dela
ut 678 000 kr till fyra stipendiater. Anna Axelsson 278 000 kr,
David Forsberg 250 000 kr, Linda Lindstréom 25 000 kr, Tetyana
Chumak 125 000 kr

1901-1912 1801-1812
4547 3336
3531 2095

650 423

95 70

268 744

839 80,4
Arets Totalt eget
resultat kapital
753 909 3 225 164
-753 909 0
-493 614 -493 614
-493 614 2731550
21




ARSREDOVISNING/ RESULTATRAKNING

RESULTATRAKNING

Rorelseintdkter, lagerforandring m.m.
Medlemsavgifter

Insamlade medel/gavor

Bidrag

Nettoomsattning

Ovriga verksamhetsintékter

Summa rorelseintakter, lagerférandringar m.m.

Rorelsekostnader
Andamaélskostnader
Insamlingskostnader

Administrationskostnader
Summa rorelsekostnader

Rorelseresultat

Finansiella poster

Ovriga ranteintikter och liknande resultatposter
Réantekostnader och liknande resultatposter
Summa finansiella poster

Resultat efter finansiella poster

Resultat fore skatt

Arets resultat
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2022-01-01
2022-12-31

120 259
2 266 896
2004173
197 573
152 645
4741 546

4 -4 470 984

5 -577 657

-190 074

-5238 715

-497 169

5231

-1676

3555

-493 614

-493 614

-493 614
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2021-01-01
2021-12-31

180 000
3421607
1505 100

90 893
15570
5213 170

-3 646 974

-644 851

-166 956

-4 458 781

754 389

-480
-480

753 909

753 909

753 909




ARSREDOVISNING/ BALANSRAKNING

BALANSRAKNING

2022-12-31 2021-12-31
TILLGANGAR
Anlédggningstillgangar
Materiella anldggningstillgdngar
Inventarier 6 - 0
Summa materiella anldggningstillgangar - 0
Summa anlédggningstillgangar - 0
Omsittningstillgangar
Varulager m.m.
Révaror och férnédenheter - 36 102
Summa varulager m.m - 36 102
Kortfristiga fordringar
Kundfordringar 44 196 6 081
Ovriga fordringar 18 419 588
Forutbetalda kostnader och upplupna intdkter 7 31956 16 596
Summa kortfristiga fordringar 94 571 23 265
Kassa och bank
Kassa och bank 3910 026 4 685 035
Summa kassa och bank 3910 026 4 685 035
Summa omsattningstillgangar 4 004 597 4 744 402
SUMMA TILLGANGAR 4 004 597 4744 402
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ARSREDOVISNING/ BALANSRAKNING

BALANSRAKNING

2022-12-31 2021-12-31
EGET KAPITAL OCH SKULDER
Eget kapital
Andamaélsbestamnda medel 322412 322412
Balanserat kapital 2902 751 2 148 843
Arets resultat -493 614 753 909
Summa eget kapital 2731549 3 225 164
Kortfristiga skulder
Leverantorsskulder 280 202 107 711
Skuld erhalina ej nyttjade bidrag - 75 000
Skuld for beslutade ej utbetalda bidrag 678 000 790 000
Ovriga skulder 41790 397 545
Upplupna kostnader och forutbetalda intakter 8 273 056 148 982
Summa kortfristiga skulder 1273 048 1519 238
SUMMA EGET KAPITAL OCH SKULDER 4 004 597 4744 402
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NOTER

ARSREDOVISNING/ NOTER

NOT 1 UPPLYSNINGAR
Redovisnings- och vdérderingsprinciper

Valt regelverk

Arsredovisningen har uppréttats enligt arsredovisningslagen
och BFNAR 2012:1, Arsredovisning och koncernredovisning
(K3) och Giva Sveriges styrande linjer for arsredovsining.
Principerna ar oférandrade jamfort med foregaende raken-
skapsar.

Intdktsredovisning

Intékter har tagits upp till verkligt varde av det som erhallits
eller kommer att erhallas. Intakter i form av gavor
intaktsfors i den period gavan overlamnas pa ett sakrattsligt
bindande satt. Intakten ska motsvara tillgdngens
anskaffningsvarde.

Gavor i form av kontanter fran i forsta hand privatpersoner
redovisas normalt enligt kontantprincipen. Aven gavor fran
foretag och organisationer redovisas normalt i den period
da gavan inbetalas. | den man det pa balansdagen finns
avtalade men gj erhallna gavor fran féretag och organisatio-
ner intaktsfors dessa efter individuell prévning.

Nettoomsidttning

Forsaljning av varor intdktsredovisas som huvudregel nar
nagon form av kontoant betalning erhallits i
Spadbarnsfondens butik.

Medlemsavgifter

Medlemsavgifter omfattar betalningar for medlemskap i ide-
ella foreningar. Medlemsavgifter intaktsfors vid inbetalning
fran medlem

Insamlade medel

Som insamlade medel inkluderas mottagna gavor fran all-
manheten. foretag, organisationer. samfund, privata och
ideella fonder och stiftelser samt sponsring. Till insamlade
medel raknas dven testamentsgavor och donationer, vardet
av skankta tilgangar samt intakter fran insamlade medel
med gavobevis, t ex nal- och brevmarken.

Med gava anses tillgang som lamnats utan krav pa ekono-
misk motprestation. Gadvan utgdr anldaggningstillgdng om
den ar avsedd att stadigvarande brukas eller innehas i verk-
samheten. Ovriga gavor utgér omsattningstillgangar

JAMREkiIsh 092201 Y6557492346705

Erhallna gavor varderas till verkligt varde, d.v. s. forsaljningsvar-
de eller ateranskaffningsvarde. Erhéllna gavor redovisas netto,
d.v.s. efter avdrag for forsaljnins- och hanteringskostnader.

Bidrag

Som bidrag réknas likvida medel som en foérening erhallit
fran en bidragsgivare som ar ett offentligrattsligt organ. Ett
villkorat bidrag ar ett bidrag som férenats med villkor som
innebar aterbetalningsskyldighet om villkoret inte uppfyllts.
Offentligrattsliga organ inkluderar bidragsgivare sasom So-
cialstyrelsen och landsting. Om bidraget ar till for att tacka
specifika kostnader, exempelvis ett administrationsbidrag
sker intaktsredovisning pa ett sadant satta att intakten stalls
mot de kosntader som bidraget &r avsett att tacka. Intakts-
redovisning sker endast nér det med hég grad av sannolik-
het kan bedomas att bidraget inte kommer att aterkravas.
Villkorade bidrag skuldfors till dessa att de utgifter som
bidraget ska tacka uppkommer. Inga bidrag nettoredovisas
mot kostnader.

Verksamhetskostnader

Verksamhetskostnader delas in i foljande funktioner: anda-
mals-, insamlings- och administrationskostnader.
Andamaélskostnader bestar av: Stadgeenliga kostnader enligt
Spadbarnsfondens uppdrag och dandamal.
Medlemskostnader, stdd, utbildning och kostnader for opi-
nionsarbete och paverkansarbete. Forskningsutdelning och
andra kostnader som harrors till forskning. Kostnader for
bidragsansékningar. Vissa samkostnader.
Insamlingskostnader bestér av: Kostnader for insamlings-
plattformar, marknadsféring och trycksaker for
insamlingsandamal. Vissa samkostnader.
Administrationskostnader bestar av: Nodvandiga kostnader
fér att administrera och sdkerstalla féreningens uppdrag.
Kostnader for styrelsemdten. Vissa samkostnader. Kostnad
foér revison samt bankavgifter.

Leasing

Samtliga av organisationens namn operationella och finan-
siella leasingavtal kostnadsfors I6pande (linjart) ver
leasingperioden (inkl forsta forhojd hyra).

Ersattningar till anstallda

Lopande ersattningar till anstéllda i form av loner, sociala
avgifter och liknande kostnadsfors i takt med att de anstall-
da utfor tjanster. Eftersom alla pensionsforpliktelser klassif-
icerats som avgiftsbestdimnda redovisas en pensionskostnad
det ar pensionen tjanas in.
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ARSREDOVISNING/ NOTER

NOTER

Materiella anldggningstillgangar

Materiella anlaggningstillgdngar varderas till anskaffnings-
varde minskat med avskrivningar enl plan. Avskrivning gors
linjart 6ver den forvantade nyttjandeperioden med hansyn
till vasentligt restvarde. Nedanstdende nyttjandeperiods
anvands.

Typ Nyttjandeperiod Procent
Inventarier 3 33,3

Ovriga tillgdngar, avsittningar och skulder

Ovriga tillgdngar, avsattningar och skulder har varderats
utifran anskaffningsvardet med tillagg for direkta
transaktionsutgifter. Kundfordringar varderas individuellt till
det belopp som berdknas inflyta. Fordran pa
medlemsavgifter tas inte upp som fordran om det inte finns
en legal fordran pa medlemmen.

Finanseiella skulder varderas till upplupet anskaffningsvarde.
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Andamalsbestamda medel

Som andamalsbestdamda medel inom eget kapital redovisas
insamlade medel dar givaren eller styrelsen angett det
andamal som medlen ska anvandas till men dar organisatio-
nen annu inte asamkats utgifter for detta andamal.
Spadbarnsfonden har andamanlsbestamda medel avseende
forskningsdonationer.

Skuld for erhallna ej nyttjade bidrag
Nar Spadbarnsfonden erhallit bidrag men annu ej uppfylit
villkoren redovisas en skuld.

Skuld for beslutade ej utbetalda bidrag

Nar spadbarnsfonden fattat beslut om utbetalning av forsk-
ningsbidrag och medelst mottagaren ej verkstallt
utbetalningen, redovisas detta belopp som en korfristig
skuld.
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ARSREDOVISNING/ NOTER

NOTER

Not 2 Insamlade medel/gavor 2022 2021

Gava stod och verksamhet -1 043 639 -1 398 668

Ovriga insamlingar Allmanheten -1177 722 -1241 330

Gava forskning Allmanheten -58 736 -781 608
-2 280 097 -3 421606

Not 3 Bidrag

Bidrag 2022 2021

Privatsréattsliga bidrag

Siftelser/fonder 240 000 200 000

Summa privatrattsliga bidrag 240 000 200 000

Offentliga bidrag

Myndigheter 1277 000 920 000
Region 235034 235100
Kommun 252 139 150 000
Summa offentliga bidrag 1764173 1305 100
Summa bidrag 2004 173 1505 100
Not 4 Personal 2022 2021

Léner och andra erséttningar

Styrelse och tf verksamhetsansvarig 361750 500 466
Ovriga anstéllda 1101 071 1154 698
Totala lb6ner och andra ersdttningar 1462 821 1655 164

Sociala kostnader och pensionskostnader

Sociala kostnader 380 851 494 846
(varav pensionskostnader till dvriga anstallda) 99 275 99 159
Totala l6ner, andra ersdttningar, sociala kostnader samt pensioner 1843672 2 150010

Medelantalet anstdllda
Kvinnor 3 3
Medelantalet anstdllda

Kénsfordelning i féreningens styrelse
Man - 2
Kvinnor 6 3

Ideellt arbete
Underaret har ca 50 personer arbetat ideelt som kontaktpersoner/distriktsamordnare i de lokala distrikten. Vardet av
dessa ideella insatser har inte redovisats i resultatrakningen.
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ARSREDOVISNING/ NOTER

NOTER

Not 5 Leasing

Kostnadsférda leasingavgifter
Ingdngna visentliga leasingavtal

2022

2021

Foreningen leasar endast verksamhetslokaler. Avtalen om lokalhyra kan ségas upp med tre manaders uppsédgningstid.

Arets hyreskostnader uppgar till 161 743 kr (162 163 kr).

Not 6 Inventarier, verktyg och installationer

Ingadende anskaffningsvarden
Férdndringar av anskaffningsvérden
Forsaljningar/utrangeringar
Utgdende anskaffningsvéarden

Ingaende avskrivningar

Fordndringar av avskrivningar

Aterférda avskrivningar pé férsaljningar resp. utrangeringar
Utgéaende avskrivningar

Redovisat varde

Not 7 Forutbetalda kostnader och upplupna intakter
Forutbetalda hyror
Summa forutbetalda kostnader och upplupna intikter
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Evidence quality of Scrive e-signed documents

Last updated: Fri 06 Mar 2020 14:08:40 UTC

Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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Evidence Log

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2023-05-08 13:33:20.006875 UTC ±21 ms

    		2023-05-08 13:13:51.765846 UTC

    		

      40.68.205.178

      

        

      

    

    		

      

        The initiator Hippoly (H) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2023-08-06 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2023-05-08 13:33:20.006875 UTC ±21 ms

    		2023-05-08 13:13:51.765846 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (Sofia.svarfvar@spadbarnsfonden.se) to Sofia Svarfvar (SS). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Emelie Margaretha Simmons har startat signeringen i samarbetsytan Spädbarnsfonden

      


    

  



  

  

    		2023-05-08 13:33:20.006875 UTC ±21 ms

    		2023-05-08 13:13:51.765846 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (kristina.levin@spadbarnsfonden.se) to Kristina Levin (KL). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Emelie Margaretha Simmons har startat signeringen i samarbetsytan Spädbarnsfonden

      


    

  



  

  

    		2023-05-08 13:33:20.006875 UTC ±21 ms

    		2023-05-08 13:13:51.765846 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (carita.westergren@spadbarnsfonden.se) to Inga Carita Westergren (ICW). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Emelie Margaretha Simmons har startat signeringen i samarbetsytan Spädbarnsfonden

      


    

  



  

  

    		2023-05-08 13:33:20.006875 UTC ±21 ms

    		2023-05-08 13:13:51.765846 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (lena_ekberg@yahoo.se) to Lena Ekberg (LE). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Emelie Margaretha Simmons har startat signeringen i samarbetsytan Spädbarnsfonden

      


    

  



  

  

    		2023-05-08 13:33:20.006875 UTC ±21 ms

    		2023-05-08 13:13:51.765846 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (emelie.simmons@spadbarnsfonden.se) to Emelie Margaretha Simmons (EMS). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Emelie Margaretha Simmons har startat signeringen i samarbetsytan Spädbarnsfonden

      


    

  



  

  

    		2023-05-08 13:33:20.006875 UTC ±21 ms

    		2023-05-08 13:13:51.765846 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (per.hammar@kpmg.se) to Per Hammar (PH). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Emelie Margaretha Simmons har startat signeringen i samarbetsytan Spädbarnsfonden

      


    

  



  

  

    		2023-05-08 13:33:20.006875 UTC ±21 ms

    		2023-05-08 13:13:51.765846 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (asa.tellgren.roth@spadbarnsfonden.se) to Åsa Tellgren-Roth (ÅT). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Emelie Margaretha Simmons har startat signeringen i samarbetsytan Spädbarnsfonden

      


    

  



  

  

    		2023-05-08 13:33:23.551945 UTC ±21 ms

    		2023-05-08 13:13:51.765846 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Kristina Levin (KL) was delivered.

      


    

  



  

  

    		2023-05-08 13:33:23.573517 UTC ±21 ms

    		2023-05-08 13:13:51.765846 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Inga Carita Westergren (ICW) was delivered.

      


    

  



  

  

    		2023-05-08 13:33:23.594658 UTC ±21 ms

    		2023-05-08 13:13:51.765846 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Lena Ekberg (LE) was delivered.

      


    

  



  

  

    		2023-05-08 13:33:23.615472 UTC ±21 ms

    		2023-05-08 13:13:51.765846 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Åsa Tellgren-Roth (ÅT) was delivered.

      


    

  



  

  

    		2023-05-08 13:33:30.442177 UTC ±21 ms

    		2023-05-08 13:13:51.765846 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Sofia Svarfvar (SS) was delivered.

      


    

  



  

  

    		2023-05-08 13:33:30.465872 UTC ±21 ms

    		2023-05-08 13:13:51.765846 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Emelie Margaretha Simmons (EMS) was delivered.

      


    

  



  

  

    		2023-05-08 13:33:30.489935 UTC ±21 ms

    		2023-05-08 13:13:51.765846 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Per Hammar (PH) was delivered.

      


    

  



  

  

    		2023-05-08 13:36:01.87528 UTC ±23 ms

    		2023-05-08 13:13:51.765846 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to lena_ekberg@yahoo.se was opened.

      


    

  



  

  

    		2023-05-08 13:36:49.378253 UTC ±24 ms

    		2023-05-08 13:13:51.765846 UTC

    		

      83.185.44.104

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.4 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Lena Ekberg (LE) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-05-08 13:37:54.617464 UTC ±25 ms

    		2023-05-08 13:13:51.765846 UTC

    		

      94.137.104.72

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.5 Safari/605.1.15

      

    

    		

      

        The party Emelie Margaretha Simmons (EMS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-05-08 13:38:40.238117 UTC ±25 ms

    		2023-05-08 13:13:51.765846 UTC

    		

      83.185.44.104

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.4 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Lena Ekberg (LE) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



SmFnIHNpZ25lcmFyIGRva3VtZW50ZXQgIlNwYcyIZGJhcm5zZm9uZGVuX1ZlcmtzYW1oZXRzYmVyYcyIdHRlbHNlXzIwMjJfU2lnbmVyYWQiIG1lZCB0cmFuc2FrdGlvbnNudW1tZXIgOTIyMjExNTU1NzQ5MjM0NjcwNS4=












Data returned from 

  the BankID network

:

  
Name: LENA EKBERG

  
ID number: 

  *Redacted by author*



  
IP: 83.185.44.104




























Signature: 



  *Redacted by author*






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2023-05-08 13:38:49.901159 UTC ±26 ms

    		2023-05-08 13:13:51.765846 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to per.hammar@kpmg.se was opened.

      


    

  



  

  

    		2023-05-08 13:39:02.197426 UTC ±26 ms

    		2023-05-08 13:13:51.765846 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to asa.tellgren.roth@spadbarnsfonden.se was opened.

      


    

  



  

  

    		2023-05-08 13:39:06.275118 UTC ±26 ms

    		2023-05-08 13:13:51.765846 UTC

    		

      94.137.104.72

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.5 Safari/605.1.15

      

    

    		

      

        The document was signed by Emelie Margaretha Simmons (EMS) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



SmFnIHNpZ25lcmFyIGRva3VtZW50ZXQgIlNwYcyIZGJhcm5zZm9uZGVuX1ZlcmtzYW1oZXRzYmVyYcyIdHRlbHNlXzIwMjJfU2lnbmVyYWQiIG1lZCB0cmFuc2FrdGlvbnNudW1tZXIgOTIyMjExNTU1NzQ5MjM0NjcwNS4=












Data returned from 

  the BankID network

:

  
Name: Emelie Margaretha Simmons

  
ID number: 

  *Redacted by author*



  
IP: 94.137.104.72




























Signature: 



  *Redacted by author*






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2023-05-08 13:39:06.608707 UTC ±26 ms

    		2023-05-08 13:13:51.765846 UTC

    		

      77.218.63.84

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/109.0.0.0 Safari/537.36

      

    

    		

      

        The party Åsa Tellgren-Roth (ÅT) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-05-08 13:39:52.547172 UTC ±26 ms

    		2023-05-08 13:13:51.765846 UTC

    		

      77.218.63.84

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/109.0.0.0 Safari/537.36

      

    

    		

      

        The document was signed by Åsa Tellgren-Roth (ÅT) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



SmFnIHNpZ25lcmFyIGRva3VtZW50ZXQgIlNwYcyIZGJhcm5zZm9uZGVuX1ZlcmtzYW1oZXRzYmVyYcyIdHRlbHNlXzIwMjJfU2lnbmVyYWQiIG1lZCB0cmFuc2FrdGlvbnNudW1tZXIgOTIyMjExNTU1NzQ5MjM0NjcwNS4=












Data returned from 

  the BankID network

:

  
Name: ÅSA TELLGREN-ROTH

  
ID number: 

  *Redacted by author*



  
IP: 94.191.152.210




























Signature: 



  *Redacted by author*






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2023-05-08 13:41:15.212425 UTC ±28 ms

    		2023-05-08 13:13:51.765846 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to lena_ekberg@yahoo.se was opened.

      


    

  



  

  

    		2023-05-08 13:55:14.517571 UTC ±40 ms

    		2023-05-08 13:13:51.765846 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to lena_ekberg@yahoo.se was opened.

      


    

  



  

  

    		2023-05-08 16:47:15.212867 UTC ±36 ms

    		2023-05-08 16:13:58.560374 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to carita.westergren@spadbarnsfonden.se was opened.

      


    

  



  

  

    		2023-05-08 16:47:17.054623 UTC ±36 ms

    		2023-05-08 16:13:58.560374 UTC

    		

      213.112.127.148

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Safari/605.1.15

      

    

    		

      

        The party Inga Carita Westergren (ICW) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-05-08 16:48:00.095197 UTC ±37 ms

    		2023-05-08 16:13:58.560374 UTC

    		

      213.112.127.148

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Safari/605.1.15

      

    

    		

      

        The document was signed by Inga Carita Westergren (ICW) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



SmFnIHNpZ25lcmFyIGRva3VtZW50ZXQgIlNwYcyIZGJhcm5zZm9uZGVuX1ZlcmtzYW1oZXRzYmVyYcyIdHRlbHNlXzIwMjJfU2lnbmVyYWQiIG1lZCB0cmFuc2FrdGlvbnNudW1tZXIgOTIyMjExNTU1NzQ5MjM0NjcwNS4=












Data returned from 

  the BankID network

:

  
Name: Inga Carita Westergren

  
ID number: 

  *Redacted by author*



  
IP: 94.234.99.41




























Signature: 



  *Redacted by author*






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2023-05-08 17:37:12.521943 UTC ±73 ms

    		2023-05-08 17:13:59.986804 UTC

    		

      185.113.97.85

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_12_6) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.0.0 Safari/537.36

      

    

    		

      

        The party Kristina Levin (KL) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-05-08 17:38:13.210151 UTC ±76 ms

    		2023-05-08 17:13:59.986804 UTC

    		

      185.113.97.85

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_12_6) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.0.0 Safari/537.36

      

    

    		

      

        The document was signed by Kristina Levin (KL) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



SmFnIHNpZ25lcmFyIGRva3VtZW50ZXQgIlNwYcyIZGJhcm5zZm9uZGVuX1ZlcmtzYW1oZXRzYmVyYcyIdHRlbHNlXzIwMjJfU2lnbmVyYWQiIG1lZCB0cmFuc2FrdGlvbnNudW1tZXIgOTIyMjExNTU1NzQ5MjM0NjcwNS4=












Data returned from 

  the BankID network

:

  
Name: KRISTINA LEVIN

  
ID number: 

  *Redacted by author*



  
IP: 217.213.90.203




























Signature: 



  *Redacted by author*






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2023-05-08 19:50:43.361831 UTC ±111 ms

    		2023-05-08 19:14:04.875074 UTC

    		

      83.254.148.251

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/113.0.0.0 Safari/537.36 Edg/113.0.1774.35

      

    

    		

      

        The party Sofia Svarfvar (SS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-05-08 19:51:15.504367 UTC ±112 ms

    		2023-05-08 19:14:04.875074 UTC

    		

      83.254.148.251

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/113.0.0.0 Safari/537.36 Edg/113.0.1774.35

      

    

    		

      

        The document was signed by Sofia Svarfvar (SS) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



SmFnIHNpZ25lcmFyIGRva3VtZW50ZXQgIlNwYcyIZGJhcm5zZm9uZGVuX1ZlcmtzYW1oZXRzYmVyYcyIdHRlbHNlXzIwMjJfU2lnbmVyYWQiIG1lZCB0cmFuc2FrdGlvbnNudW1tZXIgOTIyMjExNTU1NzQ5MjM0NjcwNS4=












Data returned from 

  the BankID network

:

  
Name: SOFIA SVARFVAR

  
ID number: 

  *Redacted by author*



  
IP: 83.254.148.251




























Signature: 



  *Redacted by author*






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2023-05-08 20:40:22.785147 UTC ±32 ms

    		2023-05-08 20:14:06.547552 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to lena_ekberg@yahoo.se was opened.

      


    

  



  

  

    		2023-05-09 09:15:48.535709 UTC ±4 ms

    		2023-05-09 09:14:43.913083 UTC

    		

      195.84.56.2

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/111.0.0.0 Safari/537.36 Edg/111.0.1661.62

      

    

    		

      

        The party Per Hammar (PH) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-05-09 09:15:48.540068 UTC ±4 ms

    		2023-05-09 09:14:43.913083 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to per.hammar@kpmg.se was opened.

      


    

  



  

  

    		2023-05-09 09:16:03.07313 UTC ±5 ms

    		2023-05-09 09:14:43.913083 UTC

    		

      3.220.66.207

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/111.0.0.0 Safari/537.36 Edg/111.0.1661.62

      

    

    		

      

        The party Per Hammar (PH) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-05-09 09:16:37.783239 UTC ±5 ms

    		2023-05-09 09:14:43.913083 UTC

    		

      195.84.56.2

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/111.0.0.0 Safari/537.36 Edg/111.0.1661.62

      

    

    		

      

        The signatory Per Hammar (PH) changed the text in the text field “ID number” from 

  *Redacted by author*

 to 

  *Redacted by author*

.  

      


    

  



  

  

    		2023-05-09 09:17:00.551931 UTC ±5 ms

    		2023-05-09 09:14:43.913083 UTC

    		

      195.84.56.2

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/111.0.0.0 Safari/537.36 Edg/111.0.1661.62

      

    

    		

      

        The document was signed by Per Hammar (PH) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



SmFnIHNpZ25lcmFyIGRva3VtZW50ZXQgIlNwYcyIZGJhcm5zZm9uZGVuX1ZlcmtzYW1oZXRzYmVyYcyIdHRlbHNlXzIwMjJfU2lnbmVyYWQiIG1lZCB0cmFuc2FrdGlvbnNudW1tZXIgOTIyMjExNTU1NzQ5MjM0NjcwNS4=












Data returned from 

  the BankID network

:

  
Name: PER G HAMMAR

  
ID number: 

  *Redacted by author*



  
IP: 195.84.56.6




























Signature: 



  *Redacted by author*






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2023-05-09 09:17:00.551931 UTC ±5 ms

    		2023-05-09 09:14:43.913083 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.

      


    

  



  







Evidence of Time

Last updated: Fri 06 Mar 2020 14:08:40 UTC

Index

1. Purpose

2. Time measurement process

2.1 The hypervisor

2.2 Time synchronisation

3. Configuration of hardware and services

3.1 Boot Time

3.2 NTP Configuration

3.3 Monitoring

3.4 Time scale

4. Calculation of the probability of the clock error

4.1 Clock error samples

4.2 Clock error algorithm

4.3 Clock error samples and evidence of normal distribution

4.4 Input parameters

4.5 Probability of the clock error

5. Clock Error Samples

1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let [image: 1.png]





 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)






, [image: 3.png]mazx(S)






.

		Let [image: 4.png]





 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]





.

		Let [image: 7.png]Fg:Ik — [0, 1






, [image: 8.png]Hs€s:s =i
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 be the the empirical distribution function.

		Let [image: 9.png]





 be the size of discretized value space, [image: 10.png]





. Let [image: 11.png]





 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}






 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.

		[image: 16.png]P(|E| <€)






 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
Produced by GNUPLOT 5.4 patchlevel 2 
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: -0.03 ms

		standard deviation: 1.60 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈88.072%

		|e| < 5 ms: ≈99.816%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2023-03-28 16:48:00.869656 UTC and 2023-05-09 09:14:43.913083 UTC:







  		Time collected

  		Clock offset







  

    		2023-03-28 16:48:00.869656

    		0.1 ms

  





  

    		2023-03-28 17:48:02.267469

    		3.3 ms

  





  

    		2023-03-28 18:48:03.951901

    		3.8 ms

  





  

    		2023-03-28 19:48:06.752605

    		2.4 ms

  





  

    		2023-03-28 20:48:08.381025

    		-3.0 ms

  





  

    		2023-03-28 21:48:10.23817

    		-0.6 ms

  





  

    		2023-03-28 22:48:13.765661

    		0.0 ms

  





  

    		2023-03-28 23:48:17.111965

    		2.4 ms

  





  

    		2023-03-29 00:48:20.036782

    		2.9 ms

  





  

    		2023-03-29 01:48:23.685826

    		-0.8 ms

  





  

    		2023-03-29 02:48:26.771429

    		-4.1 ms

  





  

    		2023-03-29 03:48:30.009024

    		1.4 ms

  





  

    		2023-03-29 04:48:33.115259

    		0.9 ms

  





  

    		2023-03-29 05:48:36.179301

    		1.1 ms

  





  

    		2023-03-29 06:48:37.997674

    		-1.0 ms

  





  

    		2023-03-29 07:48:40.142118

    		1.5 ms

  





  

    		2023-03-29 08:48:41.74983

    		-2.6 ms

  





  

    		2023-03-29 09:48:43.242795

    		-1.4 ms

  





  

    		2023-03-29 10:48:45.192847

    		1.7 ms

  





  

    		2023-03-29 11:48:47.237898

    		0.5 ms

  





  

    		2023-03-29 12:48:49.07604

    		0.8 ms

  





  

    		2023-03-29 13:48:50.621241

    		3.0 ms

  





  

    		2023-03-29 14:48:52.146428

    		0.3 ms

  





  

    		2023-03-29 15:48:53.568106

    		0.4 ms

  





  

    		2023-03-29 16:48:55.027664

    		-1.5 ms

  





  

    		2023-03-29 17:48:56.567047

    		-2.4 ms

  





  

    		2023-03-29 18:48:58.544457

    		-0.9 ms

  





  

    		2023-03-29 19:49:01.577164

    		-0.9 ms

  





  

    		2023-03-29 20:49:04.662138

    		-1.1 ms

  





  

    		2023-03-29 21:49:07.725296

    		0.0 ms

  





  

    		2023-03-29 22:49:10.521192

    		-0.1 ms

  





  

    		2023-03-29 23:49:13.520903

    		-0.9 ms

  





  

    		2023-03-30 00:49:15.859771

    		-2.3 ms

  





  

    		2023-03-30 01:49:19.078881

    		-1.1 ms

  





  

    		2023-03-30 02:49:21.947796

    		-1.2 ms

  





  

    		2023-03-30 03:49:24.855185

    		0.0 ms

  





  

    		2023-03-30 04:49:26.382404

    		-0.6 ms

  





  

    		2023-03-30 05:49:28.542559

    		-0.7 ms

  





  

    		2023-03-30 06:49:30.796677

    		-0.5 ms

  





  

    		2023-03-30 07:49:32.343819

    		-1.5 ms

  





  

    		2023-03-30 08:49:33.780236

    		-0.4 ms

  





  

    		2023-03-30 09:49:35.369554

    		1.7 ms

  





  

    		2023-03-30 10:49:36.866733

    		0.0 ms

  





  

    		2023-03-30 11:49:38.502316

    		2.1 ms

  





  

    		2023-03-30 12:49:40.457087

    		1.4 ms

  





  

    		2023-03-30 13:49:42.093625

    		0.9 ms

  





  

    		2023-03-30 14:49:44.109144

    		1.7 ms

  





  

    		2023-03-30 15:49:46.119951

    		1.3 ms

  





  

    		2023-03-30 16:49:47.699878

    		2.0 ms

  





  

    		2023-03-30 17:49:49.8857

    		-0.5 ms

  





  

    		2023-03-30 18:49:52.510816

    		-0.5 ms

  





  

    		2023-03-30 19:49:55.369408

    		-0.7 ms

  





  

    		2023-03-30 20:49:57.026721

    		0.4 ms

  





  

    		2023-03-30 21:50:00.312813

    		-0.8 ms

  





  

    		2023-03-30 22:50:01.729179

    		0.1 ms

  





  

    		2023-03-30 23:50:05.095386

    		-0.5 ms

  





  

    		2023-03-31 00:50:08.054561

    		-0.6 ms

  





  

    		2023-03-31 01:50:11.127097

    		-1.0 ms

  





  

    		2023-03-31 02:50:14.646802

    		-0.4 ms

  





  

    		2023-03-31 03:50:17.735554

    		-0.5 ms

  





  

    		2023-03-31 04:50:19.44654

    		0.2 ms

  





  

    		2023-03-31 05:50:22.652669

    		0.9 ms

  





  

    		2023-03-31 06:50:24.40998

    		0.6 ms

  





  

    		2023-03-31 07:50:28.670947

    		0.4 ms

  





  

    		2023-03-31 08:50:30.259531

    		0.2 ms

  





  

    		2023-03-31 09:50:31.656114

    		0.5 ms

  





  

    		2023-03-31 10:50:35.316384

    		-0.3 ms

  





  

    		2023-03-31 11:50:37.653204

    		0.3 ms

  





  

    		2023-03-31 12:50:39.08389

    		1.0 ms

  





  

    		2023-03-31 13:50:40.479179

    		-0.3 ms

  





  

    		2023-03-31 14:50:42.773094

    		0.1 ms

  





  

    		2023-03-31 15:50:45.083953

    		0.4 ms

  





  

    		2023-03-31 16:50:48.355994

    		0.0 ms

  





  

    		2023-03-31 17:50:51.835668

    		0.2 ms

  





  

    		2023-03-31 18:50:55.011398

    		-2.9 ms

  





  

    		2023-03-31 19:50:56.362821

    		-0.9 ms

  





  

    		2023-03-31 20:51:00.10237

    		-0.6 ms

  





  

    		2023-03-31 21:51:02.329095

    		-2.1 ms

  





  

    		2023-03-31 22:51:04.323629

    		-0.4 ms

  





  

    		2023-03-31 23:51:05.992322

    		-2.1 ms

  





  

    		2023-04-01 00:51:08.849369

    		-0.3 ms

  





  

    		2023-04-01 01:51:12.351572

    		-1.6 ms

  





  

    		2023-04-01 02:51:15.244356

    		-0.8 ms

  





  

    		2023-04-01 03:51:16.683954

    		-1.2 ms

  





  

    		2023-04-01 04:51:18.774346

    		-0.8 ms

  





  

    		2023-04-01 05:51:20.611964

    		1.3 ms

  





  

    		2023-04-01 06:51:23.57336

    		0.8 ms

  





  

    		2023-04-01 07:51:25.535183

    		1.8 ms

  





  

    		2023-04-01 08:51:27.280115

    		1.3 ms

  





  

    		2023-04-01 09:51:28.787844

    		-0.2 ms

  





  

    		2023-04-01 10:51:30.601823

    		0.1 ms

  





  

    		2023-04-01 11:51:32.030087

    		-0.4 ms

  





  

    		2023-04-01 12:51:33.988428

    		1.6 ms

  





  

    		2023-04-01 13:51:35.783644

    		-0.4 ms

  





  

    		2023-04-01 14:51:39.979407

    		-0.7 ms

  





  

    		2023-04-01 15:51:43.064293

    		-0.5 ms

  





  

    		2023-04-01 16:51:46.574174

    		0.4 ms

  





  

    		2023-04-01 17:51:49.568253

    		-0.7 ms

  





  

    		2023-04-01 18:51:53.135618

    		-1.4 ms

  





  

    		2023-04-01 19:51:55.058197

    		1.1 ms

  





  

    		2023-04-01 20:51:56.616327

    		-1.9 ms

  





  

    		2023-04-01 21:51:58.817241

    		2.0 ms

  





  

    		2023-04-01 22:52:00.277737

    		-0.2 ms

  





  

    		2023-04-01 23:52:03.487389

    		-0.3 ms

  





  

    		2023-04-02 00:52:06.866796

    		-0.2 ms

  





  

    		2023-04-02 01:52:09.848932

    		-0.3 ms

  





  

    		2023-04-02 02:52:12.675908

    		-1.9 ms

  





  

    		2023-04-02 03:52:14.072396

    		-0.1 ms

  





  

    		2023-04-02 04:52:16.01047

    		-1.5 ms

  





  

    		2023-04-02 05:52:17.49748

    		-2.1 ms

  





  

    		2023-04-02 06:52:20.514626

    		-0.2 ms

  





  

    		2023-04-02 07:52:22.516716

    		0.8 ms

  





  

    		2023-04-02 08:52:24.029875

    		0.8 ms

  





  

    		2023-04-02 09:52:27.459066

    		0.4 ms

  





  

    		2023-04-02 10:52:28.911351

    		0.9 ms

  





  

    		2023-04-02 11:52:30.555065

    		0.3 ms

  





  

    		2023-04-02 12:52:31.953831

    		0.8 ms

  





  

    		2023-04-02 13:52:33.979168

    		0.2 ms

  





  

    		2023-04-02 14:52:35.851986

    		0.4 ms

  





  

    		2023-04-02 15:52:38.205536

    		1.6 ms

  





  

    		2023-04-02 16:52:40.981429

    		1.0 ms

  





  

    		2023-04-02 17:52:43.019123

    		0.9 ms

  





  

    		2023-04-02 18:52:44.681749

    		0.7 ms

  





  

    		2023-04-02 19:52:46.207983

    		0.1 ms

  





  

    		2023-04-02 20:52:49.98712

    		-0.9 ms

  





  

    		2023-04-02 21:52:53.211696

    		-0.2 ms

  





  

    		2023-04-02 22:52:56.00642

    		-0.2 ms

  





  

    		2023-04-02 23:52:57.978773

    		-1.1 ms

  





  

    		2023-04-03 00:52:59.361032

    		-0.4 ms

  





  

    		2023-04-03 01:53:01.204779

    		-1.5 ms

  





  

    		2023-04-03 02:53:03.362734

    		-1.4 ms

  





  

    		2023-04-03 03:53:04.95085

    		-0.2 ms

  





  

    		2023-04-03 04:53:07.232844

    		-0.7 ms

  





  

    		2023-04-03 05:53:09.0678

    		1.0 ms

  





  

    		2023-04-03 06:53:10.677794

    		1.1 ms

  





  

    		2023-04-03 07:53:13.23667

    		0.5 ms

  





  

    		2023-04-03 08:53:14.763252

    		0.1 ms

  





  

    		2023-04-03 09:53:17.41572

    		-0.4 ms

  





  

    		2023-04-03 10:53:19.362131

    		1.1 ms

  





  

    		2023-04-03 11:53:20.798277

    		0.0 ms

  





  

    		2023-04-03 12:53:23.265932

    		0.5 ms

  





  

    		2023-04-03 13:53:25.060794

    		1.5 ms

  





  

    		2023-04-03 14:53:26.664868

    		0.3 ms

  





  

    		2023-04-03 15:53:28.64723

    		1.6 ms

  





  

    		2023-04-03 16:53:32.050126

    		1.9 ms

  





  

    		2023-04-03 17:53:34.869943

    		2.3 ms

  





  

    		2023-04-03 18:53:37.841462

    		-11.0 ms

  





  

    		2023-04-03 19:53:40.710356

    		-0.3 ms

  





  

    		2023-04-03 20:53:43.96358

    		-0.9 ms

  





  

    		2023-04-03 21:53:47.06432

    		0.2 ms

  





  

    		2023-04-03 22:53:49.798491

    		1.6 ms

  





  

    		2023-04-03 23:53:52.130613

    		13.3 ms

  





  

    		2023-04-04 00:53:55.21899

    		0.5 ms

  





  

    		2023-04-04 01:53:56.852678

    		7.9 ms

  





  

    		2023-04-04 02:53:58.715589

    		-7.4 ms

  





  

    		2023-04-04 03:54:00.200283

    		-5.5 ms

  





  

    		2023-04-04 04:54:01.912092

    		-0.7 ms

  





  

    		2023-04-04 05:54:05.009435

    		-11.6 ms

  





  

    		2023-04-04 06:54:06.698052

    		0.4 ms

  





  

    		2023-04-04 07:54:09.110304

    		-16.9 ms

  





  

    		2023-04-04 08:54:10.67647

    		1.1 ms

  





  

    		2023-04-04 09:54:12.474001

    		0.7 ms

  





  

    		2023-04-04 10:54:14.245805

    		-2.1 ms

  





  

    		2023-04-04 11:54:15.779554

    		0.2 ms

  





  

    		2023-04-04 12:54:18.228769

    		-0.5 ms

  





  

    		2023-04-04 13:54:20.261299

    		1.1 ms

  





  

    		2023-04-04 14:54:22.403258

    		0.0 ms

  





  

    		2023-04-04 15:54:24.047294

    		1.8 ms

  





  

    		2023-04-04 16:54:27.000864

    		11.8 ms

  





  

    		2023-04-04 17:54:29.343921

    		13.1 ms

  





  

    		2023-04-04 18:54:32.432615

    		5.1 ms

  





  

    		2023-04-04 19:54:34.633958

    		1.1 ms

  





  

    		2023-04-04 20:54:36.458594

    		-1.0 ms

  





  

    		2023-04-04 21:54:39.004516

    		-1.3 ms

  





  

    		2023-04-04 22:54:42.064706

    		-2.8 ms

  





  

    		2023-04-04 23:54:45.279536

    		-0.7 ms

  





  

    		2023-04-05 00:54:48.13642

    		-0.4 ms

  





  

    		2023-04-05 01:54:50.895727

    		-0.3 ms

  





  

    		2023-04-05 02:54:53.860062

    		-2.4 ms

  





  

    		2023-04-05 03:54:57.856828

    		1.3 ms

  





  

    		2023-04-05 04:55:00.943915

    		-0.7 ms

  





  

    		2023-04-05 05:55:03.86929

    		-0.5 ms

  





  

    		2023-04-05 06:55:05.839262

    		4.1 ms

  





  

    		2023-04-05 07:55:07.467653

    		-6.9 ms

  





  

    		2023-04-05 08:55:09.841851

    		1.1 ms

  





  

    		2023-04-05 09:55:11.677834

    		1.2 ms

  





  

    		2023-04-05 10:55:13.67596

    		1.5 ms

  





  

    		2023-04-05 11:55:15.285795

    		-6.5 ms

  





  

    		2023-04-05 12:55:17.741854

    		-2.3 ms

  





  

    		2023-04-05 13:55:20.238977

    		1.1 ms

  





  

    		2023-04-05 14:55:21.673419

    		-0.6 ms

  





  

    		2023-04-05 15:55:23.636027

    		-1.2 ms

  





  

    		2023-04-05 16:55:26.373652

    		-2.0 ms

  





  

    		2023-04-05 17:55:28.078285

    		0.2 ms

  





  

    		2023-04-05 18:55:29.640799

    		-3.0 ms

  





  

    		2023-04-05 19:55:32.850492

    		-1.9 ms

  





  

    		2023-04-05 20:55:36.338772

    		-1.5 ms

  





  

    		2023-04-05 21:55:39.778738

    		2.2 ms

  





  

    		2023-04-05 22:55:42.588841

    		-0.7 ms

  





  

    		2023-04-05 23:55:46.117032

    		-1.4 ms

  





  

    		2023-04-06 00:55:49.549348

    		-2.7 ms

  





  

    		2023-04-06 01:55:52.652855

    		-1.6 ms

  





  

    		2023-04-06 02:55:56.478074

    		-0.8 ms

  





  

    		2023-04-06 03:55:59.681425

    		-1.4 ms

  





  

    		2023-04-06 04:56:01.428073

    		-1.1 ms

  





  

    		2023-04-06 05:56:03.436502

    		0.5 ms

  





  

    		2023-04-06 06:56:06.515282

    		2.0 ms

  





  

    		2023-04-06 07:56:09.532652

    		3.4 ms

  





  

    		2023-04-06 08:56:12.859969

    		-23.5 ms

  





  

    		2023-04-06 09:56:14.906976

    		0.2 ms

  





  

    		2023-04-06 10:56:16.741507

    		1.3 ms

  





  

    		2023-04-06 11:56:18.402385

    		0.3 ms

  





  

    		2023-04-06 12:56:20.402031

    		-5.7 ms

  





  

    		2023-04-06 13:56:22.561964

    		1.8 ms

  





  

    		2023-04-06 14:56:24.404193

    		-0.3 ms

  





  

    		2023-04-06 15:56:25.783783

    		-1.0 ms

  





  

    		2023-04-06 16:56:27.545395

    		1.0 ms

  





  

    		2023-04-06 17:56:29.008529

    		2.0 ms

  





  

    		2023-04-06 18:56:31.429415

    		1.1 ms

  





  

    		2023-04-06 19:56:34.462263

    		0.8 ms

  





  

    		2023-04-06 20:56:37.569067

    		0.4 ms

  





  

    		2023-04-06 21:56:41.121148

    		-1.9 ms

  





  

    		2023-04-06 22:56:44.466487

    		-3.2 ms

  





  

    		2023-04-06 23:56:48.105339

    		-3.6 ms

  





  

    		2023-04-07 00:56:50.894419

    		-3.7 ms

  





  

    		2023-04-07 01:56:53.794413

    		-3.0 ms

  





  

    		2023-04-07 02:56:56.908691

    		-0.8 ms

  





  

    		2023-04-07 03:56:59.695865

    		0.0 ms

  





  

    		2023-04-07 04:57:02.371232

    		-0.5 ms

  





  

    		2023-04-07 05:57:05.317173

    		0.1 ms

  





  

    		2023-04-07 06:57:08.305757

    		0.5 ms

  





  

    		2023-04-07 07:57:11.33675

    		0.3 ms

  





  

    		2023-04-07 08:57:14.327492

    		-0.4 ms

  





  

    		2023-04-07 09:57:17.553612

    		1.9 ms

  





  

    		2023-04-07 10:57:20.467493

    		2.6 ms

  





  

    		2023-04-07 11:57:23.506186

    		1.5 ms

  





  

    		2023-04-07 12:57:25.644652

    		0.7 ms

  





  

    		2023-04-07 13:57:28.533543

    		0.6 ms

  





  

    		2023-04-07 14:57:31.744982

    		-0.1 ms

  





  

    		2023-04-07 15:57:34.411584

    		0.1 ms

  





  

    		2023-04-07 16:57:36.626577

    		-3.0 ms

  





  

    		2023-04-07 17:57:40.435505

    		-0.8 ms

  





  

    		2023-04-07 18:57:44.14847

    		1.2 ms

  





  

    		2023-04-07 19:57:47.231613

    		0.8 ms

  





  

    		2023-04-07 20:57:49.999449

    		0.1 ms

  





  

    		2023-04-07 21:57:53.540783

    		-1.1 ms

  





  

    		2023-04-07 22:57:56.875217

    		-1.5 ms

  





  

    		2023-04-07 23:57:59.320981

    		0.2 ms

  





  

    		2023-04-08 00:58:01.961532

    		-0.1 ms

  





  

    		2023-04-08 01:58:03.93714

    		-3.2 ms

  





  

    		2023-04-08 02:58:06.923838

    		-1.3 ms

  





  

    		2023-04-08 03:58:09.68659

    		1.2 ms

  





  

    		2023-04-08 04:58:12.981836

    		1.7 ms

  





  

    		2023-04-08 05:58:15.875832

    		-0.9 ms

  





  

    		2023-04-08 06:58:19.228958

    		0.4 ms

  





  

    		2023-04-08 07:58:21.952672

    		1.4 ms

  





  

    		2023-04-08 08:58:25.371756

    		1.7 ms

  





  

    		2023-04-08 09:58:28.483019

    		0.6 ms

  





  

    		2023-04-08 10:58:30.781892

    		0.6 ms

  





  

    		2023-04-08 11:58:33.903897

    		1.1 ms

  





  

    		2023-04-08 12:58:35.352992

    		-0.4 ms

  





  

    		2023-04-08 13:58:37.261186

    		0.3 ms

  





  

    		2023-04-08 14:58:39.046738

    		-0.6 ms

  





  

    		2023-04-08 15:58:40.630791

    		-1.3 ms

  





  

    		2023-04-08 16:58:43.336963

    		0.0 ms

  





  

    		2023-04-08 17:58:44.955216

    		0.3 ms

  





  

    		2023-04-08 18:58:46.897562

    		0.4 ms

  





  

    		2023-04-08 19:58:50.032766

    		-0.2 ms

  





  

    		2023-04-08 20:58:52.893802

    		0.1 ms

  





  

    		2023-04-08 21:58:55.9942

    		-0.2 ms

  





  

    		2023-04-08 22:58:58.79454

    		-0.4 ms

  





  

    		2023-04-08 23:59:01.649397

    		0.5 ms

  





  

    		2023-04-09 00:59:04.702008

    		-0.6 ms

  





  

    		2023-04-09 01:59:08.074465

    		1.1 ms

  





  

    		2023-04-09 02:59:11.697513

    		0.8 ms

  





  

    		2023-04-09 03:59:14.916192

    		-0.9 ms

  





  

    		2023-04-09 04:59:17.591269

    		-0.1 ms

  





  

    		2023-04-09 05:59:20.910266

    		0.7 ms

  





  

    		2023-04-09 06:59:23.975488

    		1.2 ms

  





  

    		2023-04-09 07:59:27.491471

    		1.3 ms

  





  

    		2023-04-09 08:59:28.940324

    		1.2 ms

  





  

    		2023-04-09 09:59:31.129893

    		0.1 ms

  





  

    		2023-04-09 10:59:34.515722

    		3.1 ms

  





  

    		2023-04-09 11:59:37.200878

    		2.5 ms

  





  

    		2023-04-09 12:59:40.126996

    		0.0 ms

  





  

    		2023-04-09 13:59:43.031875

    		-0.2 ms

  





  

    		2023-04-09 14:59:46.161744

    		0.8 ms

  





  

    		2023-04-09 15:59:47.598992

    		0.3 ms

  





  

    		2023-04-09 16:59:49.269785

    		1.7 ms

  





  

    		2023-04-09 17:59:51.10599

    		0.5 ms

  





  

    		2023-04-09 18:59:52.899421

    		0.3 ms

  





  

    		2023-04-09 19:59:55.727606

    		0.5 ms

  





  

    		2023-04-09 20:59:59.632503

    		-2.1 ms

  





  

    		2023-04-09 22:00:02.878598

    		-1.1 ms

  





  

    		2023-04-09 23:00:05.398588

    		-0.7 ms

  





  

    		2023-04-10 00:00:06.907806

    		0.4 ms

  





  

    		2023-04-10 01:00:08.396561

    		0.4 ms

  





  

    		2023-04-10 02:00:10.579229

    		1.1 ms

  





  

    		2023-04-10 03:00:13.102548

    		0.3 ms

  





  

    		2023-04-10 04:00:14.635482

    		-0.2 ms

  





  

    		2023-04-10 05:00:17.305767

    		-0.1 ms

  





  

    		2023-04-10 06:00:19.355699

    		-0.7 ms

  





  

    		2023-04-10 07:00:21.511169

    		-0.2 ms

  





  

    		2023-04-10 08:00:24.755173

    		-0.1 ms

  





  

    		2023-04-10 09:00:27.680199

    		0.1 ms

  





  

    		2023-04-10 10:00:30.234026

    		1.2 ms

  





  

    		2023-04-10 11:00:31.919191

    		-0.2 ms

  





  

    		2023-04-10 12:00:33.56266

    		0.2 ms

  





  

    		2023-04-10 13:00:36.549945

    		0.9 ms

  





  

    		2023-04-10 14:00:38.738892

    		0.1 ms

  





  

    		2023-04-10 15:00:40.723488

    		0.8 ms

  





  

    		2023-04-10 16:00:44.160544

    		-1.2 ms

  





  

    		2023-04-10 17:00:45.752706

    		0.0 ms

  





  

    		2023-04-10 18:00:47.406291

    		0.2 ms

  





  

    		2023-04-10 19:00:49.96952

    		-0.8 ms

  





  

    		2023-04-10 20:00:53.87316

    		0.0 ms

  





  

    		2023-04-10 21:00:55.368098

    		0.0 ms

  





  

    		2023-04-10 22:00:56.936674

    		0.8 ms

  





  

    		2023-04-10 23:00:59.443922

    		-0.5 ms

  





  

    		2023-04-11 00:01:01.695771

    		-1.1 ms

  





  

    		2023-04-11 01:01:05.638877

    		-8.1 ms

  





  

    		2023-04-11 02:01:08.216229

    		-2.2 ms

  





  

    		2023-04-11 03:01:09.809959

    		-7.2 ms

  





  

    		2023-04-11 04:01:13.51438

    		-7.0 ms

  





  

    		2023-04-11 05:01:16.623704

    		-0.9 ms

  





  

    		2023-04-11 06:01:18.300688

    		0.0 ms

  





  

    		2023-04-11 07:01:20.639172

    		0.9 ms

  





  

    		2023-04-11 08:01:22.129525

    		3.7 ms

  





  

    		2023-04-11 09:01:23.752069

    		0.7 ms

  





  

    		2023-04-11 10:01:25.644432

    		0.1 ms

  





  

    		2023-04-11 11:01:27.174979

    		1.2 ms

  





  

    		2023-04-11 12:01:28.817817

    		0.1 ms

  





  

    		2023-04-11 13:01:30.784351

    		1.6 ms

  





  

    		2023-04-11 14:01:32.351396

    		0.5 ms

  





  

    		2023-04-11 15:01:34.64683

    		-0.4 ms

  





  

    		2023-04-11 16:01:37.675126

    		0.9 ms

  





  

    		2023-04-11 17:01:39.157197

    		1.8 ms

  





  

    		2023-04-11 18:01:42.108057

    		1.4 ms

  





  

    		2023-04-11 19:01:43.657856

    		0.6 ms

  





  

    		2023-04-11 20:01:45.401415

    		-0.9 ms

  





  

    		2023-04-11 21:01:48.389615

    		-1.8 ms

  





  

    		2023-04-11 22:01:51.712424

    		-1.9 ms

  





  

    		2023-04-11 23:01:55.45895

    		-1.8 ms

  





  

    		2023-04-12 00:01:59.290508

    		-1.2 ms

  





  

    		2023-04-12 01:02:01.443462

    		-0.1 ms

  





  

    		2023-04-12 02:02:04.32421

    		0.7 ms

  





  

    		2023-04-12 03:02:07.357289

    		0.4 ms

  





  

    		2023-04-12 04:02:09.552404

    		0.6 ms

  





  

    		2023-04-12 05:02:11.960698

    		0.1 ms

  





  

    		2023-04-12 06:02:13.81633

    		-0.6 ms

  





  

    		2023-04-12 07:02:16.449069

    		0.5 ms

  





  

    		2023-04-12 08:02:18.840017

    		1.5 ms

  





  

    		2023-04-12 09:02:20.755862

    		0.5 ms

  





  

    		2023-04-12 10:02:22.261366

    		-0.2 ms

  





  

    		2023-04-12 11:02:24.25328

    		-0.9 ms

  





  

    		2023-04-12 12:02:25.849443

    		-0.1 ms

  





  

    		2023-04-12 13:02:27.45218

    		1.4 ms

  





  

    		2023-04-12 14:02:29.10877

    		2.6 ms

  





  

    		2023-04-12 15:02:30.783095

    		2.0 ms

  





  

    		2023-04-12 16:02:33.031322

    		0.6 ms

  





  

    		2023-04-12 17:02:35.98166

    		0.5 ms

  





  

    		2023-04-12 18:02:37.554668

    		-0.1 ms

  





  

    		2023-04-12 19:02:39.850654

    		-1.0 ms

  





  

    		2023-04-12 20:02:41.260261

    		-0.1 ms

  





  

    		2023-04-12 21:02:43.07074

    		-0.7 ms

  





  

    		2023-04-12 22:02:45.865105

    		-0.5 ms

  





  

    		2023-04-12 23:02:49.44551

    		-0.3 ms

  





  

    		2023-04-13 00:02:52.448633

    		-0.6 ms

  





  

    		2023-04-13 01:02:54.053535

    		-1.1 ms

  





  

    		2023-04-13 02:02:56.879793

    		-0.8 ms

  





  

    		2023-04-13 03:03:00.060133

    		-0.9 ms

  





  

    		2023-04-13 04:03:02.918826

    		-0.4 ms

  





  

    		2023-04-13 05:03:06.755841

    		-0.8 ms

  





  

    		2023-04-13 06:03:09.956122

    		-0.3 ms

  





  

    		2023-04-13 07:03:13.407763

    		-0.3 ms

  





  

    		2023-04-13 08:03:15.454891

    		-1.2 ms

  





  

    		2023-04-13 09:03:17.015795

    		-0.2 ms

  





  

    		2023-04-13 10:03:18.512412

    		0.9 ms

  





  

    		2023-04-13 11:03:19.909082

    		1.0 ms

  





  

    		2023-04-13 12:03:22.445422

    		2.3 ms

  





  

    		2023-04-13 13:03:24.203431

    		3.1 ms

  





  

    		2023-04-13 14:03:26.30076

    		3.1 ms

  





  

    		2023-04-13 15:03:28.645558

    		0.3 ms

  





  

    		2023-04-13 16:03:30.362506

    		-0.4 ms

  





  

    		2023-04-13 17:03:32.643801

    		-1.9 ms

  





  

    		2023-04-13 18:03:35.150141

    		-1.1 ms

  





  

    		2023-04-13 19:03:36.702546

    		-0.7 ms

  





  

    		2023-04-13 20:03:39.593987

    		-0.9 ms

  





  

    		2023-04-13 21:03:43.043168

    		-0.8 ms

  





  

    		2023-04-13 22:03:44.574883

    		-0.2 ms

  





  

    		2023-04-13 23:03:47.250319

    		-4.6 ms

  





  

    		2023-04-14 00:03:50.870203

    		-2.8 ms

  





  

    		2023-04-14 01:03:53.964338

    		-1.1 ms

  





  

    		2023-04-14 02:03:57.75094

    		-0.9 ms

  





  

    		2023-04-14 03:04:01.285636

    		0.2 ms

  





  

    		2023-04-14 04:04:04.766869

    		-0.2 ms

  





  

    		2023-04-14 05:04:08.600618

    		-0.8 ms

  





  

    		2023-04-14 06:04:10.061169

    		-1.7 ms

  





  

    		2023-04-14 07:04:13.642105

    		-1.1 ms

  





  

    		2023-04-14 08:04:17.132925

    		-0.4 ms

  





  

    		2023-04-14 09:04:20.831286

    		0.9 ms

  





  

    		2023-04-14 10:04:23.810136

    		1.7 ms

  





  

    		2023-04-14 11:04:26.146014

    		2.1 ms

  





  

    		2023-04-14 12:04:28.439538

    		0.4 ms

  





  

    		2023-04-14 13:04:29.971275

    		0.8 ms

  





  

    		2023-04-14 14:04:31.924486

    		1.2 ms

  





  

    		2023-04-14 15:04:33.324448

    		0.8 ms

  





  

    		2023-04-14 16:04:34.901681

    		2.9 ms

  





  

    		2023-04-14 17:04:37.395748

    		-0.3 ms

  





  

    		2023-04-14 18:04:39.882109

    		-0.6 ms

  





  

    		2023-04-14 19:04:43.379828

    		-0.1 ms

  





  

    		2023-04-14 20:04:46.347146

    		0.2 ms

  





  

    		2023-04-14 21:04:49.479065

    		0.2 ms

  





  

    		2023-04-14 22:04:52.987651

    		-1.8 ms

  





  

    		2023-04-14 23:04:55.838858

    		-2.4 ms

  





  

    		2023-04-15 00:04:58.106594

    		-1.5 ms

  





  

    		2023-04-15 01:05:01.530549

    		-1.6 ms

  





  

    		2023-04-15 02:05:04.19936

    		-1.9 ms

  





  

    		2023-04-15 03:05:07.297925

    		0.0 ms

  





  

    		2023-04-15 04:05:10.476772

    		1.1 ms

  





  

    		2023-04-15 05:45:14.215094

    		0.4 ms

  





  

    		2023-04-15 06:50:28.856537

    		2.0 ms

  





  

    		2023-04-15 07:50:30.244565

    		1.0 ms

  





  

    		2023-04-15 08:50:32.65341

    		1.2 ms

  





  

    		2023-04-15 09:50:35.767782

    		1.0 ms

  





  

    		2023-04-15 10:50:37.630934

    		0.6 ms

  





  

    		2023-04-15 11:50:39.824014

    		1.4 ms

  





  

    		2023-04-15 12:50:41.457854

    		1.3 ms

  





  

    		2023-04-15 13:50:44.063664

    		0.3 ms

  





  

    		2023-04-15 14:50:45.460516

    		-1.5 ms

  





  

    		2023-04-15 15:50:47.172753

    		0.0 ms

  





  

    		2023-04-15 16:50:48.71266

    		-0.1 ms

  





  

    		2023-04-15 17:50:50.819037

    		-0.6 ms

  





  

    		2023-04-15 18:50:52.4034

    		0.6 ms

  





  

    		2023-04-15 19:50:55.887146

    		0.4 ms

  





  

    		2023-04-15 20:50:59.749843

    		-0.5 ms

  





  

    		2023-04-15 21:51:03.063115

    		0.4 ms

  





  

    		2023-04-15 22:51:05.49693

    		0.6 ms

  





  

    		2023-04-15 23:51:09.167265

    		0.3 ms

  





  

    		2023-04-16 00:51:11.387846

    		-0.3 ms

  





  

    		2023-04-16 01:51:14.000612

    		-0.6 ms

  





  

    		2023-04-16 02:51:17.21642

    		0.3 ms

  





  

    		2023-04-16 03:51:20.342194

    		0.9 ms

  





  

    		2023-04-16 04:51:23.414937

    		0.3 ms

  





  

    		2023-04-16 05:51:26.213667

    		-0.2 ms

  





  

    		2023-04-16 06:51:29.6501

    		1.7 ms

  





  

    		2023-04-16 07:51:33.245376

    		4.5 ms

  





  

    		2023-04-16 08:51:36.377127

    		1.6 ms

  





  

    		2023-04-16 09:51:39.309739

    		0.4 ms

  





  

    		2023-04-16 10:51:40.92474

    		0.2 ms

  





  

    		2023-04-16 11:51:42.531235

    		0.8 ms

  





  

    		2023-04-16 12:51:45.015556

    		2.4 ms

  





  

    		2023-04-16 13:51:47.570578

    		1.2 ms

  





  

    		2023-04-16 14:51:48.964365

    		-0.6 ms

  





  

    		2023-04-16 15:51:51.082919

    		-0.9 ms

  





  

    		2023-04-16 16:51:52.526368

    		-0.5 ms

  





  

    		2023-04-16 17:51:53.991317

    		-2.0 ms

  





  

    		2023-04-16 18:51:56.452796

    		-1.4 ms

  





  

    		2023-04-16 19:51:59.344582

    		-2.8 ms

  





  

    		2023-04-16 20:52:02.772308

    		-1.8 ms

  





  

    		2023-04-16 21:52:06.083063

    		-1.8 ms

  





  

    		2023-04-16 22:52:09.015427

    		0.3 ms

  





  

    		2023-04-16 23:52:12.21753

    		0.0 ms

  





  

    		2023-04-17 00:52:15.057224

    		-4.5 ms

  





  

    		2023-04-17 01:52:17.959411

    		-6.2 ms

  





  

    		2023-04-17 02:52:20.894043

    		-4.4 ms

  





  

    		2023-04-17 03:52:24.505905

    		-2.2 ms

  





  

    		2023-04-17 04:52:27.835248

    		2.8 ms

  





  

    		2023-04-17 05:52:30.908944

    		-1.1 ms

  





  

    		2023-04-17 06:52:32.487913

    		1.0 ms

  





  

    		2023-04-17 07:52:34.739865

    		0.3 ms

  





  

    		2023-04-17 08:52:36.316084

    		0.9 ms

  





  

    		2023-04-17 09:52:38.037483

    		1.1 ms

  





  

    		2023-04-17 10:52:39.812773

    		1.6 ms

  





  

    		2023-04-17 11:52:41.264769

    		-1.1 ms

  





  

    		2023-04-17 12:52:43.193682

    		2.3 ms

  





  

    		2023-04-17 13:52:44.713522

    		1.5 ms

  





  

    		2023-04-17 14:52:47.031332

    		0.8 ms

  





  

    		2023-04-17 15:52:48.6213

    		-0.2 ms

  





  

    		2023-04-17 16:52:51.288446

    		-0.9 ms

  





  

    		2023-04-17 17:52:52.794313

    		-2.0 ms

  





  

    		2023-04-17 18:52:54.87947

    		-0.8 ms

  





  

    		2023-04-17 19:52:57.530935

    		-1.7 ms

  





  

    		2023-04-17 20:53:00.276515

    		-1.4 ms

  





  

    		2023-04-17 21:53:03.197203

    		-2.5 ms

  





  

    		2023-04-17 22:53:06.654696

    		-2.9 ms

  





  

    		2023-04-17 23:53:09.564968

    		-0.7 ms

  





  

    		2023-04-18 00:53:12.08106

    		0.1 ms

  





  

    		2023-04-18 01:53:14.078209

    		0.5 ms

  





  

    		2023-04-18 02:53:17.714795

    		0.6 ms

  





  

    		2023-04-18 03:53:21.29124

    		0.6 ms

  





  

    		2023-04-18 04:53:24.449518

    		0.5 ms

  





  

    		2023-04-18 05:53:27.650024

    		0.6 ms

  





  

    		2023-04-18 06:53:31.365686

    		-0.2 ms

  





  

    		2023-04-18 07:53:33.541253

    		1.1 ms

  





  

    		2023-04-18 08:53:35.923782

    		2.3 ms

  





  

    		2023-04-18 09:53:37.690538

    		1.7 ms

  





  

    		2023-04-18 10:53:39.774139

    		0.0 ms

  





  

    		2023-04-18 11:53:41.56977

    		0.4 ms

  





  

    		2023-04-18 12:53:43.041028

    		-1.1 ms

  





  

    		2023-04-18 13:53:44.904945

    		-1.2 ms

  





  

    		2023-04-18 14:53:46.60413

    		4.0 ms

  





  

    		2023-04-18 15:53:50.011087

    		1.2 ms

  





  

    		2023-04-18 16:53:52.492658

    		-0.6 ms

  





  

    		2023-04-18 17:53:55.257803

    		-0.9 ms

  





  

    		2023-04-18 18:53:58.852492

    		-1.9 ms

  





  

    		2023-04-18 19:54:01.55805

    		-3.5 ms

  





  

    		2023-04-18 20:54:04.520336

    		-2.9 ms

  





  

    		2023-04-18 21:54:07.398869

    		0.2 ms

  





  

    		2023-04-18 22:54:09.533089

    		3.2 ms

  





  

    		2023-04-18 23:54:11.377334

    		0.8 ms

  





  

    		2023-04-19 00:54:13.363155

    		1.0 ms

  





  

    		2023-04-19 01:54:16.457212

    		1.3 ms

  





  

    		2023-04-19 02:54:19.587814

    		-1.1 ms

  





  

    		2023-04-19 03:54:22.78132

    		1.5 ms

  





  

    		2023-04-19 04:54:26.209376

    		-1.1 ms

  





  

    		2023-04-19 05:54:29.547852

    		-0.4 ms

  





  

    		2023-04-19 06:54:33.283138

    		-2.0 ms

  





  

    		2023-04-19 07:54:35.296938

    		-0.4 ms

  





  

    		2023-04-19 08:54:37.409654

    		5.3 ms

  





  

    		2023-04-19 09:54:38.967961

    		6.1 ms

  





  

    		2023-04-19 10:54:40.429156

    		0.8 ms

  





  

    		2023-04-19 11:54:42.067286

    		4.8 ms

  





  

    		2023-04-19 12:54:43.541352

    		-0.7 ms

  





  

    		2023-04-19 13:54:46.785572

    		-0.4 ms

  





  

    		2023-04-19 14:54:48.999168

    		-0.7 ms

  





  

    		2023-04-19 15:54:50.424686

    		-2.4 ms

  





  

    		2023-04-19 16:54:52.405457

    		-0.9 ms

  





  

    		2023-04-19 17:54:55.286069

    		-3.8 ms

  





  

    		2023-04-19 18:54:58.079582

    		-2.2 ms

  





  

    		2023-04-19 19:54:59.504871

    		-6.7 ms

  





  

    		2023-04-19 20:55:01.998693

    		-0.7 ms

  





  

    		2023-04-19 21:55:05.575707

    		-3.4 ms

  





  

    		2023-04-19 22:55:08.824809

    		-4.3 ms

  





  

    		2023-04-19 23:55:12.159294

    		1.5 ms

  





  

    		2023-04-20 00:55:15.432546

    		0.2 ms

  





  

    		2023-04-20 01:55:18.795493

    		-0.9 ms

  





  

    		2023-04-20 02:55:22.035664

    		-0.5 ms

  





  

    		2023-04-20 03:55:24.73186

    		-3.9 ms

  





  

    		2023-04-20 04:55:27.941669

    		0.8 ms

  





  

    		2023-04-20 05:55:30.884583

    		0.6 ms

  





  

    		2023-04-20 06:55:32.510989

    		-1.1 ms

  





  

    		2023-04-20 07:55:34.694049

    		-0.2 ms

  





  

    		2023-04-20 08:55:36.344865

    		-0.6 ms

  





  

    		2023-04-20 09:55:38.384935

    		1.8 ms

  





  

    		2023-04-20 10:55:40.510859

    		0.5 ms

  





  

    		2023-04-20 11:55:42.108748

    		0.5 ms

  





  

    		2023-04-20 12:55:44.398218

    		2.0 ms

  





  

    		2023-04-20 13:55:46.664054

    		-0.1 ms

  





  

    		2023-04-20 14:55:48.368588

    		-2.0 ms

  





  

    		2023-04-20 15:55:50.139184

    		-0.6 ms

  





  

    		2023-04-20 16:55:51.993444

    		-2.4 ms

  





  

    		2023-04-20 17:55:54.877714

    		0.2 ms

  





  

    		2023-04-20 18:55:58.216204

    		0.4 ms

  





  

    		2023-04-20 19:56:00.888226

    		-0.8 ms

  





  

    		2023-04-20 20:56:03.802667

    		-0.3 ms

  





  

    		2023-04-20 21:56:06.26745

    		-0.8 ms

  





  

    		2023-04-20 22:56:09.250796

    		-0.1 ms

  





  

    		2023-04-20 23:56:11.615906

    		1.5 ms

  





  

    		2023-04-21 00:56:13.87375

    		-1.3 ms

  





  

    		2023-04-21 01:56:16.732602

    		-1.2 ms

  





  

    		2023-04-21 02:56:19.580877

    		0.9 ms

  





  

    		2023-04-21 03:56:22.547131

    		-0.2 ms

  





  

    		2023-04-21 04:56:25.330529

    		0.1 ms

  





  

    		2023-04-21 05:56:28.46935

    		0.4 ms

  





  

    		2023-04-21 06:56:30.467478

    		3.6 ms

  





  

    		2023-04-21 07:56:33.340789

    		2.2 ms

  





  

    		2023-04-21 08:56:34.849755

    		3.1 ms

  





  

    		2023-04-21 09:56:36.788277

    		5.1 ms

  





  

    		2023-04-21 10:56:38.608368

    		0.9 ms

  





  

    		2023-04-21 11:56:40.492017

    		1.8 ms

  





  

    		2023-04-21 12:56:42.388133

    		3.4 ms

  





  

    		2023-04-21 13:56:44.396023

    		1.7 ms

  





  

    		2023-04-21 14:56:46.543245

    		-1.2 ms

  





  

    		2023-04-21 15:56:48.655528

    		0.0 ms

  





  

    		2023-04-21 16:56:50.75093

    		0.8 ms

  





  

    		2023-04-21 17:56:52.643493

    		-0.4 ms

  





  

    		2023-04-21 18:56:54.404299

    		0.1 ms

  





  

    		2023-04-21 19:56:56.917766

    		-0.4 ms

  





  

    		2023-04-21 20:57:00.086082

    		-0.2 ms

  





  

    		2023-04-21 21:57:01.790352

    		0.6 ms

  





  

    		2023-04-21 22:57:04.022118

    		-0.5 ms

  





  

    		2023-04-21 23:57:07.885971

    		-0.5 ms

  





  

    		2023-04-22 00:57:09.37124

    		1.6 ms

  





  

    		2023-04-22 01:57:11.240738

    		0.8 ms

  





  

    		2023-04-22 02:57:14.455111

    		-0.8 ms

  





  

    		2023-04-22 03:57:17.416463

    		-0.4 ms

  





  

    		2023-04-22 04:57:20.347972

    		-0.8 ms

  





  

    		2023-04-22 05:57:23.48212

    		0.2 ms

  





  

    		2023-04-22 06:57:26.364046

    		-0.2 ms

  





  

    		2023-04-22 07:57:28.482617

    		0.5 ms

  





  

    		2023-04-22 08:57:30.33617

    		1.2 ms

  





  

    		2023-04-22 09:57:33.434162

    		0.2 ms

  





  

    		2023-04-22 10:57:36.148965

    		0.9 ms

  





  

    		2023-04-22 11:57:37.634713

    		2.4 ms

  





  

    		2023-04-22 12:57:39.557244

    		0.5 ms

  





  

    		2023-04-22 13:57:42.886852

    		-1.0 ms

  





  

    		2023-04-22 14:57:46.306804

    		0.0 ms

  





  

    		2023-04-22 15:57:48.037038

    		0.4 ms

  





  

    		2023-04-22 16:57:49.803335

    		-1.0 ms

  





  

    		2023-04-22 17:57:51.866149

    		0.8 ms

  





  

    		2023-04-22 18:57:54.855783

    		1.9 ms

  





  

    		2023-04-22 19:57:57.5826

    		-0.4 ms

  





  

    		2023-04-22 20:58:00.761706

    		-0.2 ms

  





  

    		2023-04-22 21:58:03.643914

    		-0.3 ms

  





  

    		2023-04-22 22:58:06.170284

    		0.7 ms

  





  

    		2023-04-22 23:58:08.331602

    		0.3 ms

  





  

    		2023-04-23 00:58:10.528437

    		-0.1 ms

  





  

    		2023-04-23 01:58:12.877374

    		0.4 ms

  





  

    		2023-04-23 02:58:16.236585

    		0.8 ms

  





  

    		2023-04-23 03:58:18.733235

    		0.6 ms

  





  

    		2023-04-23 04:58:21.258353

    		-0.3 ms

  





  

    		2023-04-23 05:58:23.70967

    		-4.0 ms

  





  

    		2023-04-23 06:58:27.477014

    		-4.0 ms

  





  

    		2023-04-23 07:58:29.106847

    		-0.9 ms

  





  

    		2023-04-23 08:58:31.383054

    		1.1 ms

  





  

    		2023-04-23 09:58:33.012878

    		1.7 ms

  





  

    		2023-04-23 10:58:34.884547

    		2.5 ms

  





  

    		2023-04-23 11:58:36.671534

    		-0.7 ms

  





  

    		2023-04-23 12:58:39.66823

    		1.3 ms

  





  

    		2023-04-23 13:58:41.515946

    		-0.6 ms

  





  

    		2023-04-23 14:58:43.702504

    		1.6 ms

  





  

    		2023-04-23 15:58:45.984705

    		1.8 ms

  





  

    		2023-04-23 16:58:47.491793

    		0.2 ms

  





  

    		2023-04-23 17:58:50.54427

    		-1.5 ms

  





  

    		2023-04-23 18:58:54.023038

    		2.0 ms

  





  

    		2023-04-23 19:58:55.604559

    		-0.1 ms

  





  

    		2023-04-23 20:58:57.283624

    		1.5 ms

  





  

    		2023-04-23 21:58:59.54079

    		0.4 ms

  





  

    		2023-04-23 22:59:01.718984

    		0.6 ms

  





  

    		2023-04-23 23:59:03.933619

    		-1.5 ms

  





  

    		2023-04-24 00:59:05.992995

    		-2.8 ms

  





  

    		2023-04-24 01:59:08.509274

    		-0.9 ms

  





  

    		2023-04-24 02:59:11.215231

    		-0.2 ms

  





  

    		2023-04-24 03:59:14.450778

    		1.2 ms

  





  

    		2023-04-24 04:59:16.161311

    		1.7 ms

  





  

    		2023-04-24 05:59:17.796822

    		2.0 ms

  





  

    		2023-04-24 06:59:19.313845

    		0.5 ms

  





  

    		2023-04-24 07:59:20.701213

    		1.9 ms

  





  

    		2023-04-24 08:59:22.778274

    		2.7 ms

  





  

    		2023-04-24 09:59:24.533345

    		2.3 ms

  





  

    		2023-04-24 10:59:26.323665

    		3.1 ms

  





  

    		2023-04-24 11:59:27.887592

    		0.9 ms

  





  

    		2023-04-24 12:59:29.71626

    		1.3 ms

  





  

    		2023-04-24 13:59:31.867519

    		0.8 ms

  





  

    		2023-04-24 14:59:33.287297

    		0.3 ms

  





  

    		2023-04-24 15:59:36.200154

    		1.2 ms

  





  

    		2023-04-24 16:59:39.858454

    		-1.1 ms

  





  

    		2023-04-24 17:59:42.704021

    		2.6 ms

  





  

    		2023-04-24 18:59:44.042435

    		-0.1 ms

  





  

    		2023-04-24 19:59:45.628439

    		1.7 ms

  





  

    		2023-04-24 20:59:48.995744

    		-0.2 ms

  





  

    		2023-04-24 21:59:51.239982

    		0.4 ms

  





  

    		2023-04-24 22:59:52.92897

    		-2.5 ms

  





  

    		2023-04-24 23:59:55.765511

    		-1.4 ms

  





  

    		2023-04-25 00:59:59.65427

    		-3.6 ms

  





  

    		2023-04-25 02:00:02.443727

    		1.3 ms

  





  

    		2023-04-25 03:00:05.161607

    		-0.7 ms

  





  

    		2023-04-25 04:00:07.9879

    		-0.8 ms

  





  

    		2023-04-25 05:00:10.623663

    		-0.4 ms

  





  

    		2023-04-25 06:00:12.384307

    		-1.3 ms

  





  

    		2023-04-25 07:00:14.535216

    		2.3 ms

  





  

    		2023-04-25 08:00:16.193003

    		1.9 ms

  





  

    		2023-04-25 09:00:18.082845

    		2.0 ms

  





  

    		2023-04-25 10:00:19.579107

    		2.6 ms

  





  

    		2023-04-25 11:00:22.06642

    		0.1 ms

  





  

    		2023-04-25 12:00:23.625675

    		0.9 ms

  





  

    		2023-04-25 13:00:25.609901

    		3.5 ms

  





  

    		2023-04-25 14:00:27.772768

    		-0.4 ms

  





  

    		2023-04-25 15:00:29.600298

    		0.2 ms

  





  

    		2023-04-25 16:00:31.426076

    		0.9 ms

  





  

    		2023-04-25 17:00:33.145942

    		4.4 ms

  





  

    		2023-04-25 18:00:35.812276

    		4.0 ms

  





  

    		2023-04-25 19:00:37.285823

    		0.3 ms

  





  

    		2023-04-25 20:00:41.378651

    		1.3 ms

  





  

    		2023-04-25 21:00:44.461347

    		1.7 ms

  





  

    		2023-04-25 22:00:45.832655

    		-0.1 ms

  





  

    		2023-04-25 23:00:49.502235

    		-0.6 ms

  





  

    		2023-04-26 00:00:52.442034

    		-2.3 ms

  





  

    		2023-04-26 01:00:54.891459

    		-2.7 ms

  





  

    		2023-04-26 02:00:57.476659

    		-1.0 ms

  





  

    		2023-04-26 03:01:00.229457

    		-2.9 ms

  





  

    		2023-04-26 04:01:02.992463

    		-0.9 ms

  





  

    		2023-04-26 05:01:05.338426

    		-5.7 ms

  





  

    		2023-04-26 06:01:08.270804

    		-1.3 ms

  





  

    		2023-04-26 07:01:10.700056

    		0.8 ms

  





  

    		2023-04-26 08:01:13.153065

    		-3.4 ms

  





  

    		2023-04-26 09:01:16.010599

    		0.4 ms

  





  

    		2023-04-26 10:01:17.759828

    		1.4 ms

  





  

    		2023-04-26 11:01:20.139096

    		0.8 ms

  





  

    		2023-04-26 12:01:22.773836

    		0.3 ms

  





  

    		2023-04-26 13:01:25.235393

    		0.3 ms

  





  

    		2023-04-26 14:01:28.008988

    		-0.4 ms

  





  

    		2023-04-26 15:01:30.021175

    		-1.5 ms

  





  

    		2023-04-26 16:01:31.753907

    		-0.2 ms

  





  

    		2023-04-26 17:01:33.245587

    		-1.9 ms

  





  

    		2023-04-26 18:01:36.115508

    		3.4 ms

  





  

    		2023-04-26 19:01:38.814878

    		1.2 ms

  





  

    		2023-04-26 20:01:41.348513

    		1.8 ms

  





  

    		2023-04-26 21:01:44.907051

    		-1.5 ms

  





  

    		2023-04-26 22:01:47.747944

    		-1.7 ms

  





  

    		2023-04-26 23:01:50.430473

    		-3.4 ms

  





  

    		2023-04-27 00:02:12.827622

    		-0.9 ms

  





  

    		2023-04-27 01:02:17.606538

    		-0.4 ms

  





  

    		2023-04-27 02:02:20.014857

    		-0.4 ms

  





  

    		2023-04-27 03:02:22.478908

    		-0.5 ms

  





  

    		2023-04-27 04:02:24.759853

    		1.2 ms

  





  

    		2023-04-27 05:02:27.83663

    		1.7 ms

  





  

    		2023-04-27 06:02:30.568787

    		3.4 ms

  





  

    		2023-04-27 07:02:32.685372

    		-0.4 ms

  





  

    		2023-04-27 08:02:34.569052

    		1.1 ms

  





  

    		2023-04-27 09:02:36.197742

    		1.7 ms

  





  

    		2023-04-27 10:02:37.698447

    		-0.1 ms

  





  

    		2023-04-27 11:02:39.356829

    		0.4 ms

  





  

    		2023-04-27 12:02:41.25268

    		-4.4 ms

  





  

    		2023-04-27 13:02:44.533556

    		0.8 ms

  





  

    		2023-04-27 14:02:46.185595

    		1.5 ms

  





  

    		2023-04-27 15:02:47.994895

    		0.6 ms

  





  

    		2023-04-27 16:02:50.036972

    		-0.2 ms

  





  

    		2023-04-27 17:02:51.902689

    		2.0 ms

  





  

    		2023-04-27 18:02:54.167895

    		0.1 ms

  





  

    		2023-04-27 19:02:57.717098

    		0.2 ms

  





  

    		2023-04-27 20:03:00.856352

    		-1.6 ms

  





  

    		2023-04-27 21:03:03.98123

    		1.1 ms

  





  

    		2023-04-27 22:03:06.863775

    		1.3 ms

  





  

    		2023-04-27 23:03:10.194834

    		0.8 ms

  





  

    		2023-04-28 00:03:13.268404

    		-0.2 ms

  





  

    		2023-04-28 01:03:15.482642

    		-0.8 ms

  





  

    		2023-04-28 02:03:18.558642

    		0.2 ms

  





  

    		2023-04-28 03:03:21.524982

    		-1.3 ms

  





  

    		2023-04-28 04:03:24.807129

    		-4.1 ms

  





  

    		2023-04-28 05:03:28.162452

    		-0.3 ms

  





  

    		2023-04-28 06:03:30.950886

    		0.2 ms

  





  

    		2023-04-28 07:03:32.619039

    		-0.9 ms

  





  

    		2023-04-28 08:03:34.123853

    		-0.1 ms

  





  

    		2023-04-28 09:03:36.490728

    		-3.8 ms

  





  

    		2023-04-28 10:03:38.186124

    		2.5 ms

  





  

    		2023-04-28 11:03:40.115333

    		-3.0 ms

  





  

    		2023-04-28 12:03:42.022791

    		1.7 ms

  





  

    		2023-04-28 13:03:44.038034

    		1.4 ms

  





  

    		2023-04-28 14:03:46.874635

    		2.6 ms

  





  

    		2023-04-28 15:03:48.343232

    		-0.4 ms

  





  

    		2023-04-28 16:03:50.752374

    		0.3 ms

  





  

    		2023-04-28 17:03:53.192855

    		2.2 ms

  





  

    		2023-04-28 18:03:56.272301

    		0.4 ms

  





  

    		2023-04-28 19:03:58.004087

    		-1.6 ms

  





  

    		2023-04-28 20:03:59.847888

    		-4.3 ms

  





  

    		2023-04-28 21:04:02.879163

    		-0.5 ms

  





  

    		2023-04-28 22:04:06.448402

    		-1.2 ms

  





  

    		2023-04-28 23:04:10.038455

    		-1.6 ms

  





  

    		2023-04-29 00:04:12.777165

    		-1.8 ms

  





  

    		2023-04-29 01:04:15.601414

    		-4.5 ms

  





  

    		2023-04-29 02:04:18.081321

    		-0.3 ms

  





  

    		2023-04-29 03:04:20.401232

    		1.1 ms

  





  

    		2023-04-29 04:04:22.98306

    		-0.1 ms

  





  

    		2023-04-29 05:04:25.470032

    		-1.2 ms

  





  

    		2023-04-29 06:04:28.354305

    		-0.6 ms

  





  

    		2023-04-29 07:04:30.342647

    		0.7 ms

  





  

    		2023-04-29 08:04:33.388112

    		-0.7 ms

  





  

    		2023-04-29 09:04:34.991084

    		1.9 ms

  





  

    		2023-04-29 10:04:37.604111

    		1.4 ms

  





  

    		2023-04-29 11:04:39.101734

    		2.9 ms

  





  

    		2023-04-29 12:04:41.110046

    		1.1 ms

  





  

    		2023-04-29 13:04:43.937022

    		1.0 ms

  





  

    		2023-04-29 14:04:47.221342

    		-2.0 ms

  





  

    		2023-04-29 15:04:50.375886

    		0.2 ms

  





  

    		2023-04-29 16:04:51.911026

    		0.9 ms

  





  

    		2023-04-29 17:04:55.242087

    		-0.1 ms

  





  

    		2023-04-29 18:04:57.043543

    		-0.1 ms

  





  

    		2023-04-29 19:05:00.045404

    		2.6 ms

  





  

    		2023-04-29 20:05:02.822498

    		-1.8 ms

  





  

    		2023-04-29 21:05:04.951116

    		0.2 ms

  





  

    		2023-04-29 22:05:08.649305

    		-2.0 ms

  





  

    		2023-04-29 23:05:11.687321

    		-2.2 ms

  





  

    		2023-04-30 00:05:15.091394

    		1.3 ms

  





  

    		2023-04-30 01:05:17.675054

    		-1.0 ms

  





  

    		2023-04-30 02:05:20.189103

    		-0.1 ms

  





  

    		2023-04-30 03:05:23.138386

    		-2.8 ms

  





  

    		2023-04-30 04:05:25.573854

    		-3.3 ms

  





  

    		2023-04-30 05:05:27.801929

    		-4.0 ms

  





  

    		2023-04-30 06:05:29.622924

    		-1.7 ms

  





  

    		2023-04-30 07:05:32.517403

    		-3.6 ms

  





  

    		2023-04-30 08:05:34.227121

    		0.9 ms

  





  

    		2023-04-30 09:05:35.944711

    		1.6 ms

  





  

    		2023-04-30 10:05:39.691004

    		0.6 ms

  





  

    		2023-04-30 11:05:42.74816

    		1.7 ms

  





  

    		2023-04-30 12:05:44.536547

    		0.4 ms

  





  

    		2023-04-30 13:05:46.970701

    		-3.8 ms

  





  

    		2023-04-30 14:05:50.336447

    		0.4 ms

  





  

    		2023-04-30 15:05:53.34707

    		-0.8 ms

  





  

    		2023-04-30 16:05:56.762219

    		0.0 ms

  





  

    		2023-04-30 17:06:00.101866

    		-4.7 ms

  





  

    		2023-04-30 18:06:01.781853

    		2.4 ms

  





  

    		2023-04-30 19:06:03.902806

    		-1.0 ms

  





  

    		2023-04-30 20:06:07.345898

    		-1.3 ms

  





  

    		2023-04-30 21:06:10.352336

    		0.2 ms

  





  

    		2023-04-30 22:06:14.125468

    		-1.5 ms

  





  

    		2023-04-30 23:06:16.803666

    		1.1 ms

  





  

    		2023-05-01 00:06:19.649588

    		-0.6 ms

  





  

    		2023-05-01 01:06:22.413362

    		-3.2 ms

  





  

    		2023-05-01 02:06:25.456254

    		-3.6 ms

  





  

    		2023-05-01 03:06:28.058236

    		-3.2 ms

  





  

    		2023-05-01 04:06:30.803146

    		0.1 ms

  





  

    		2023-05-01 05:06:33.668089

    		-0.7 ms

  





  

    		2023-05-01 06:06:36.288727

    		1.7 ms

  





  

    		2023-05-01 07:06:39.128274

    		-0.3 ms

  





  

    		2023-05-01 08:06:42.448644

    		0.3 ms

  





  

    		2023-05-01 09:06:45.578107

    		-4.3 ms

  





  

    		2023-05-01 10:06:47.200272

    		1.8 ms

  





  

    		2023-05-01 11:06:49.587863

    		1.0 ms

  





  

    		2023-05-01 12:06:51.11167

    		-3.5 ms

  





  

    		2023-05-01 13:06:52.915462

    		0.7 ms

  





  

    		2023-05-01 14:06:54.736706

    		0.2 ms

  





  

    		2023-05-01 15:06:56.44432

    		-0.3 ms

  





  

    		2023-05-01 16:06:58.175666

    		-3.2 ms

  





  

    		2023-05-01 17:06:59.717537

    		1.3 ms

  





  

    		2023-05-01 18:07:01.372479

    		-1.0 ms

  





  

    		2023-05-01 19:07:03.74984

    		-1.2 ms

  





  

    		2023-05-01 20:07:06.70864

    		1.7 ms

  





  

    		2023-05-01 21:07:09.695432

    		0.0 ms

  





  

    		2023-05-01 22:07:13.473631

    		-4.2 ms

  





  

    		2023-05-01 23:07:16.35508

    		-5.2 ms

  





  

    		2023-05-02 00:07:19.768345

    		-1.3 ms

  





  

    		2023-05-02 01:07:22.095486

    		-1.7 ms

  





  

    		2023-05-02 02:07:23.785272

    		-0.9 ms

  





  

    		2023-05-02 03:07:27.146907

    		-0.1 ms

  





  

    		2023-05-02 04:07:30.324228

    		0.1 ms

  





  

    		2023-05-02 05:07:33.82777

    		-4.2 ms

  





  

    		2023-05-02 06:07:37.105854

    		-3.7 ms

  





  

    		2023-05-02 07:07:38.929495

    		1.4 ms

  





  

    		2023-05-02 08:07:41.712264

    		-3.5 ms

  





  

    		2023-05-02 09:07:43.929371

    		1.4 ms

  





  

    		2023-05-02 10:07:46.386057

    		2.8 ms

  





  

    		2023-05-02 11:07:48.218518

    		3.3 ms

  





  

    		2023-05-02 12:07:49.676032

    		5.6 ms

  





  

    		2023-05-02 13:07:51.365283

    		4.5 ms

  





  

    		2023-05-02 14:07:52.859298

    		0.7 ms

  





  

    		2023-05-02 15:07:55.098961

    		1.3 ms

  





  

    		2023-05-02 16:07:56.572885

    		0.8 ms

  





  

    		2023-05-02 17:07:58.852699

    		-0.2 ms

  





  

    		2023-05-02 18:08:01.919956

    		-1.1 ms

  





  

    		2023-05-02 19:08:05.86753

    		-1.2 ms

  





  

    		2023-05-02 20:08:09.45119

    		-2.3 ms

  





  

    		2023-05-02 21:08:10.953144

    		-4.4 ms

  





  

    		2023-05-02 22:08:13.276592

    		-11.4 ms

  





  

    		2023-05-02 23:08:15.737316

    		-1.5 ms

  





  

    		2023-05-03 00:08:19.112089

    		-2.5 ms

  





  

    		2023-05-03 01:08:20.746083

    		-1.0 ms

  





  

    		2023-05-03 02:08:24.692497

    		-5.8 ms

  





  

    		2023-05-03 03:08:28.10557

    		-0.9 ms

  





  

    		2023-05-03 04:08:30.771426

    		0.2 ms

  





  

    		2023-05-03 05:08:33.724953

    		-1.3 ms

  





  

    		2023-05-03 06:08:37.588767

    		1.7 ms

  





  

    		2023-05-03 07:08:40.79074

    		1.2 ms

  





  

    		2023-05-03 08:08:43.605228

    		3.9 ms

  





  

    		2023-05-03 09:08:46.021831

    		0.3 ms

  





  

    		2023-05-03 10:08:47.781479

    		1.7 ms

  





  

    		2023-05-03 11:08:49.67052

    		3.2 ms

  





  

    		2023-05-03 12:08:51.981789

    		3.7 ms

  





  

    		2023-05-03 13:08:55.339426

    		2.5 ms

  





  

    		2023-05-03 14:08:57.636176

    		1.4 ms

  





  

    		2023-05-03 15:08:59.995695

    		-1.2 ms

  





  

    		2023-05-03 16:09:01.744647

    		0.4 ms

  





  

    		2023-05-03 17:09:03.905936

    		-1.3 ms

  





  

    		2023-05-03 18:09:06.535001

    		-1.7 ms

  





  

    		2023-05-03 19:09:09.639869

    		8.2 ms

  





  

    		2023-05-03 20:09:12.670762

    		-0.2 ms

  





  

    		2023-05-03 21:09:14.917458

    		0.4 ms

  





  

    		2023-05-03 22:09:17.778707

    		-1.7 ms

  





  

    		2023-05-03 23:09:20.726058

    		-5.7 ms

  





  

    		2023-05-04 00:09:23.458902

    		-2.0 ms

  





  

    		2023-05-04 01:09:25.721976

    		-2.2 ms

  





  

    		2023-05-04 02:09:28.828226

    		-1.7 ms

  





  

    		2023-05-04 03:09:32.072359

    		-1.8 ms

  





  

    		2023-05-04 04:09:34.781427

    		-2.8 ms

  





  

    		2023-05-04 05:09:36.349176

    		-0.8 ms

  





  

    		2023-05-04 06:09:39.892177

    		0.1 ms

  





  

    		2023-05-04 07:09:43.462734

    		1.9 ms

  





  

    		2023-05-04 08:09:45.502935

    		-5.1 ms

  





  

    		2023-05-04 09:09:47.123111

    		2.3 ms

  





  

    		2023-05-04 10:09:48.932732

    		2.0 ms

  





  

    		2023-05-04 11:09:50.783709

    		0.7 ms

  





  

    		2023-05-04 12:09:52.606656

    		1.2 ms

  





  

    		2023-05-04 13:09:54.796655

    		0.0 ms

  





  

    		2023-05-04 14:09:56.551126

    		1.9 ms

  





  

    		2023-05-04 15:09:59.347691

    		2.0 ms

  





  

    		2023-05-04 16:10:01.75093

    		3.0 ms

  





  

    		2023-05-04 17:10:04.397577

    		-0.5 ms

  





  

    		2023-05-04 18:10:06.706922

    		-0.9 ms

  





  

    		2023-05-04 19:10:08.658758

    		-0.4 ms

  





  

    		2023-05-04 20:10:12.089617

    		-1.0 ms

  





  

    		2023-05-04 21:10:13.6558

    		0.8 ms

  





  

    		2023-05-04 22:10:16.165504

    		-3.9 ms

  





  

    		2023-05-04 23:10:18.104144

    		0.9 ms

  





  

    		2023-05-05 00:10:21.708884

    		0.1 ms

  





  

    		2023-05-05 01:10:25.173305

    		1.8 ms

  





  

    		2023-05-05 02:10:27.802905

    		-3.4 ms

  





  

    		2023-05-05 03:10:30.054776

    		-0.5 ms

  





  

    		2023-05-05 04:10:32.13372

    		-3.5 ms

  





  

    		2023-05-05 05:10:34.033488

    		-0.5 ms

  





  

    		2023-05-05 06:10:36.937479

    		0.8 ms

  





  

    		2023-05-05 07:10:38.482975

    		0.6 ms

  





  

    		2023-05-05 08:10:40.167652

    		1.4 ms

  





  

    		2023-05-05 09:10:42.87765

    		2.4 ms

  





  

    		2023-05-05 10:10:44.369304

    		3.6 ms

  





  

    		2023-05-05 11:10:46.352564

    		2.0 ms

  





  

    		2023-05-05 12:10:48.198372

    		1.4 ms

  





  

    		2023-05-05 13:10:49.825374

    		-4.3 ms

  





  

    		2023-05-05 14:10:51.962746

    		0.8 ms

  





  

    		2023-05-05 15:10:53.443276

    		0.4 ms

  





  

    		2023-05-05 16:10:55.814579

    		2.0 ms

  





  

    		2023-05-05 17:10:59.572089

    		1.8 ms

  





  

    		2023-05-05 18:11:03.254747

    		0.6 ms

  





  

    		2023-05-05 19:11:07.022972

    		-1.4 ms

  





  

    		2023-05-05 20:11:10.641532

    		-0.5 ms

  





  

    		2023-05-05 21:11:12.756618

    		-1.2 ms

  





  

    		2023-05-05 22:11:14.875119

    		-5.1 ms

  





  

    		2023-05-05 23:11:16.829167

    		-0.7 ms

  





  

    		2023-05-06 00:11:19.324042

    		-0.5 ms

  





  

    		2023-05-06 01:11:22.855002

    		-1.3 ms

  





  

    		2023-05-06 02:11:25.652198

    		-2.6 ms

  





  

    		2023-05-06 03:11:28.496942

    		-2.0 ms

  





  

    		2023-05-06 04:11:30.638754

    		-1.0 ms

  





  

    		2023-05-06 05:11:34.379593

    		-5.4 ms

  





  

    		2023-05-06 06:11:38.279217

    		-0.6 ms

  





  

    		2023-05-06 07:11:41.559431

    		-1.5 ms

  





  

    		2023-05-06 08:11:43.368438

    		0.1 ms

  





  

    		2023-05-06 09:11:45.143245

    		1.5 ms

  





  

    		2023-05-06 10:11:46.813691

    		0.1 ms

  





  

    		2023-05-06 11:11:48.466788

    		0.1 ms

  





  

    		2023-05-06 12:11:50.678411

    		0.9 ms

  





  

    		2023-05-06 13:11:53.661347

    		0.2 ms

  





  

    		2023-05-06 14:11:55.618552

    		-0.4 ms

  





  

    		2023-05-06 15:11:58.29832

    		0.4 ms

  





  

    		2023-05-06 16:11:59.98578

    		0.7 ms

  





  

    		2023-05-06 17:12:01.587437

    		2.4 ms

  





  

    		2023-05-06 18:12:03.298972

    		-0.2 ms

  





  

    		2023-05-06 19:12:05.795714

    		-0.7 ms

  





  

    		2023-05-06 20:12:08.410984

    		-0.9 ms

  





  

    		2023-05-06 21:12:11.743143

    		0.5 ms

  





  

    		2023-05-06 22:12:14.151584

    		0.1 ms

  





  

    		2023-05-06 23:12:17.205084

    		0.4 ms

  





  

    		2023-05-07 00:12:20.340677

    		0.4 ms

  





  

    		2023-05-07 01:12:23.262902

    		0.2 ms

  





  

    		2023-05-07 02:12:25.832973

    		0.4 ms

  





  

    		2023-05-07 03:12:28.401249

    		-0.8 ms

  





  

    		2023-05-07 04:12:30.107747

    		1.3 ms

  





  

    		2023-05-07 05:12:31.885288

    		-0.4 ms

  





  

    		2023-05-07 06:12:35.704726

    		-0.1 ms

  





  

    		2023-05-07 07:12:39.131949

    		-1.1 ms

  





  

    		2023-05-07 08:12:41.874268

    		0.2 ms

  





  

    		2023-05-07 09:12:44.399916

    		-1.5 ms

  





  

    		2023-05-07 10:12:47.664243

    		1.7 ms

  





  

    		2023-05-07 11:12:50.323512

    		0.3 ms

  





  

    		2023-05-07 12:12:51.789846

    		-1.7 ms

  





  

    		2023-05-07 13:12:54.691894

    		1.4 ms

  





  

    		2023-05-07 14:12:57.36576

    		8.9 ms

  





  

    		2023-05-07 15:13:00.053477

    		2.5 ms

  





  

    		2023-05-07 16:13:02.352784

    		1.5 ms

  





  

    		2023-05-07 17:13:04.049636

    		1.6 ms

  





  

    		2023-05-07 18:13:05.743579

    		-0.4 ms

  





  

    		2023-05-07 19:13:08.19399

    		1.0 ms

  





  

    		2023-05-07 20:13:10.409691

    		-4.5 ms

  





  

    		2023-05-07 21:13:14.063619

    		-0.4 ms

  





  

    		2023-05-07 22:13:17.004223

    		-1.6 ms

  





  

    		2023-05-07 23:13:19.912831

    		0.3 ms

  





  

    		2023-05-08 00:13:23.027786

    		-0.2 ms

  





  

    		2023-05-08 01:13:25.850671

    		-1.6 ms

  





  

    		2023-05-08 02:13:28.111365

    		0.1 ms

  





  

    		2023-05-08 03:13:31.605486

    		0.9 ms

  





  

    		2023-05-08 04:13:34.591789

    		2.4 ms

  





  

    		2023-05-08 05:13:37.962604

    		1.7 ms

  





  

    		2023-05-08 06:13:39.605847

    		2.7 ms

  





  

    		2023-05-08 07:13:41.383585

    		2.2 ms

  





  

    		2023-05-08 08:13:42.849976

    		1.9 ms

  





  

    		2023-05-08 09:13:44.72614

    		1.7 ms

  





  

    		2023-05-08 10:13:46.433768

    		-3.5 ms

  





  

    		2023-05-08 11:13:48.063148

    		-0.8 ms

  





  

    		2023-05-08 12:13:49.681624

    		-0.1 ms

  





  

    		2023-05-08 13:13:51.765846

    		4.3 ms

  





  

    		2023-05-08 14:13:53.98407

    		2.2 ms

  





  

    		2023-05-08 15:13:55.876822

    		2.9 ms

  





  

    		2023-05-08 16:13:58.560374

    		-0.6 ms

  





  

    		2023-05-08 17:13:59.986804

    		1.5 ms

  





  

    		2023-05-08 18:14:02.664252

    		0.0 ms

  





  

    		2023-05-08 19:14:04.875074

    		0.1 ms

  





  

    		2023-05-08 20:14:06.547552

    		0.8 ms

  





  

    		2023-05-08 21:14:10.134967

    		-3.4 ms

  





  

    		2023-05-08 22:14:13.7596

    		-1.5 ms

  





  

    		2023-05-08 23:14:16.791501

    		-1.5 ms

  





  

    		2023-05-09 00:14:20.186837

    		-1.7 ms

  





  

    		2023-05-09 01:14:22.921493

    		-1.5 ms

  





  

    		2023-05-09 02:14:25.751847

    		-3.3 ms

  





  

    		2023-05-09 03:14:27.948132

    		-1.4 ms

  





  

    		2023-05-09 04:14:30.367405

    		-3.1 ms

  





  

    		2023-05-09 05:14:33.683194

    		-3.2 ms

  





  

    		2023-05-09 06:14:37.55692

    		-2.7 ms

  





  

    		2023-05-09 07:14:40.715902

    		0.5 ms

  





  

    		2023-05-09 08:14:42.44012

    		-1.3 ms

  





  

    		2023-05-09 09:14:43.913083

    		-3.3 ms

  









###
Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and Upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2023-05-08 13:36:54.864 UTC

    		83.185.44.104

    		Lena Ekberg (LE) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-05-08 13:38:05.31 UTC

    		83.185.44.104

    		Lena Ekberg (LE) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-04-21 16:20:00 UTC.

  

  

    		2023-05-08 13:37:59.684 UTC

    		94.137.104.72

    		Emelie Margaretha Simmons (EMS) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-05-08 13:38:45.25 UTC

    		94.137.104.72

    		Emelie Margaretha Simmons (EMS) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-04-21 16:20:00 UTC.

  

  

    		2023-05-08 13:49:14.346 UTC

    		77.218.63.84

    		Åsa Tellgren-Roth (ÅT) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-05-08 13:49:29.731 UTC

    		77.218.63.84

    		Åsa Tellgren-Roth (ÅT) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-04-21 16:20:00 UTC.

  

  

    		2023-05-08 16:47:22.318 UTC

    		213.112.127.148

    		Inga Carita Westergren (ICW) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-05-08 16:47:49.868 UTC

    		213.112.127.148

    		Inga Carita Westergren (ICW) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-04-21 16:20:00 UTC.

  

  

    		2023-05-08 17:37:59.717 UTC

    		185.113.97.85

    		Kristina Levin (KL) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-05-08 17:38:03.282 UTC

    		185.113.97.85

    		Kristina Levin (KL) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-04-21 16:20:00 UTC.

  

  

    		2023-05-08 19:50:47.981 UTC

    		83.254.148.251

    		Sofia Svarfvar (SS) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-05-08 19:51:07.852 UTC

    		83.254.148.251

    		Sofia Svarfvar (SS) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-04-21 16:20:00 UTC.

  

  

    		2023-05-09 09:15:53.231 UTC

    		195.84.56.2

    		Per Hammar (PH) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-05-09 09:16:36.8 UTC

    		195.84.56.2

    		Per Hammar (PH) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-04-21 16:20:00 UTC.

  









